3IxXLOGIC
Tech Tip 150001

VIGIL Server - Configuring UDP Tamper Detection for IPN Cameras

Tech Tip #: 150001-1

Date: January 9, 2015

Product Affected: VIGIL Server 7.70.1553 or newer(clean install)

Purpose: The purpose of this document is to educate a user regarding the process of configuring a
UDP IPN Camera for Tamper Detection.
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1 Introduction

To configure Tamper Detection on UDP Cameras for use with VIGIL Server, both VIGIL Server and the camera must be
configured to successfully implement the tamper detection feature. Please proceed through the following sections of this
guide for step-by-step instruction regarding this process.

2 Configuring Server and Camera for Tamper Detection
Two requirements are needed before continuing.

1. Acleaninstall of VIGIL Server 7.70.1553 or newer must be performed. Updating from an older version of Server is
NOT sufficient.

2. TheIPN Camera’s UDP firmware must be version 1.9.0.8.

2.1 Configuring VIGIL Server

To configure VIGIL Server for tamper detection:

1. Open VIGIL Server Settings>Camera Setup, select an open camera channel and enable Network Camera to
configure the camera settings. Be certain to select ONVIF in the Type field of the Network Camera Settings. This
will open the ONVIF Device Manager, from which your IPN camera can be automatically located, and added to
Server.

2. Enable DIOs by marking off the appropriate checkbox in the Network Camera Settings window.

[ ¥ Network Camera Settings Iﬁ ]
Type: NYIF |
Address: 106.113.92.1 Detect Cameras
Data Port: E
RTSP Port: |554
Camera Number: |1
LRL: [ o]
Stream Type: |JPEG ﬂ

Timeout: |5 :I s

User: |

Password: |

<

AZTech Recompress

Fast Decompression Iv
DIO [
Audio Recording -

3. Save the new camera settings. The user will receive the below prompt, informing the user that a new DIO has
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r —
| i AUX Device Settings - M

I i Installed DIO hardware has changed. Please chedk your settings. Auxiliary serial port changes will take effect once the
— settings are saved.

4. Navigate back to the VIGIL Server Settings>Server Settings tab.

File Live Monitor Audic Search Tools Window Help

@ J [ -] g B. Q W ‘ a 0 Client Connections

Exit Log Off Recorder Audia Live Search Tools Client Settings About

™ Camera Setup @ Server Settings | 'Z:E:Z' Media Drives I @) COM Ports | 3, Users I . RelayszIarmsI EDam I 1§ Audio I

Site Name Interface
Site Name: Server ¥ Allow Auto Detect ™ Use VIGL Client Software As Main Interface
[~ Black Box

Generall Startup I Livel Seard1| Cameras I Clients I gc=  Hardware | VIGIL Connectl Proxy I Help Menu I

Max Allowed PCI Bandwidth: IUnresh’u:hEd vl Harmperamre Threshold: I 65 j View | Memory Warning Threshold: 35 ﬂ %
Max Total IP Camera FPS: 950 | [ Synchronize Clock With: Ir.rrp Service vl Scavenger Threshold: 2 j %

V¥ Use VGA Hardware Acceleration =T Keyboard Setiings...
' ~
AUX Device Settings = B B

~ B
+ ¥ 0.1 v Edit DIO Device e
Add  Edi Daer
| Type: |onviF Device [ —
—Offsite Backy Device jL all) | Outputs | Aux Serial Port | 2 X
I bl of | | ONVIF Device — 1 Netwark Settings
e - | | paddress:  [10.1.12.151
I ; Port: |30
~ SMTP Server i User MName: Iadmln
SMTP Server =l

Password: I

Requires Al 5
r Require! I I I _I Tz

—Central SQL O |
oK I Cancel | | DI Quantity: 1]

I~ video/auy
. g DO Quantity: |1
[~ POS/ATMData  SQL Server Location: IlZ?.EI.EI.l Port: ﬁ /l
Server ID: I 1 - l Test IP | oK I Cancel |

Select the Hardware tab.

Click the Aux Device Settings button.

7. Select the DIO Device which was created while configuring the camera(default name is ONVIF Device) and click
the Edit button.

8. Inthe DI Quantity field, add one more DI than was originally detected(Example: If 0 Dis are detected, increase the
number to 1, if 1 DI is detected, increase the number to 2)

9. Click OK to save the new DIO settings.

10. After saving the DIO Settings, close the Aux Device Settings window, and navigate to the Relays/Alarms tab of the

VIGIL Server Settings window.

o w

11. Select the last DI from the IPN Camera(if you changed the DI Quantity to 1 from 0, select the DIO labelled 1, if you
changed the DI Quantity from 1 to 2, choose 2, etc.) in the Digital Inputs dropdown and check off the Input

Enabled box.
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12. In the Cameras checklist, check off the camera channel associated with UDP IPN Camera configured previously in
this guide. This will associate the camera with the newly enabled DI.

Inputs | Dutputsl

¥ Camera Setupl & Server Settingsl 'Z:E::' Media Drives I COM Ports I A8 Users ...Relaysf.l'-\larms | EDEE I 1) Audio I

W Input Enabled

—Digimlly C ) hi‘

—

|1: QNVIF Device - 1 ;I Edit... | Depends on Imput: <None=

Settings I Motification Settings |

—Settings
Diwvell Timer: ::II Seconds Cameras | Audio Channels
|
Mormal Open ol [[1Cam1
Mormal Closed &
— Auto Acknowledge N [JCam
[~ Enabled After: IIEI | Seconds [[]Cam&
["1Cam7
—Schedule [[1Cams
[~ Enabled []Cams
—I ["1Camid
— Push 5till Shot to Server g Cam1l
Cami2
[~ Enabled | [Jcami3
[[]Cam14
r~Local Alarm []Cam15
[ Local Alarm [[]Cam1a
This alarm will only be seen on this VIGIL Server and not be L] Cam17
relayed to other VIGIL products. [ Cam1s | I
Remote Client Retry Settings
’7 Connection Attempts: |1 ::II Retry Delay: =] ill Seconds

Apply

Cancel

VIGIL Server has now been configured for use with the UDP Tamper Detection feature.
2.2 Configuring UDP IPN Camera

To configure the IPN camera for use with Tamper Detection:
1. Access the camera’s web interface.

2.
3.
4

Click the Setup button.
Select VCA from the right-side menu and select the Enable/Disable subcategory.
Click Apply to save the setting.
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Live Storage Setup
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Basic

Video

Event Configuration

Network Configuration

~ VCA

Enable/Disable
Zones and Rules
Tamper Detection
Scene Change

Burnt-in Annotation

Live Storage Selup

IP CAMERA
-

-

Basic Configuration VCA Configuration

F Video

-

Event Configuration

[ object Tracking

F Metwork Configuration
VICA Counting Line (Mot currently licensed)
Enable /Disable Tracking mode

* Surveillance Feople

b Peripheral Select surveillance trackin intruder detection or outdoor scenes. Select
multiple people in indoor

b Maintenance

Apply Restore Defaults
b Activation

After clicking Apply, a new list of subcategories should appear under the VCA side menu item. Select Tamper
Detection.

Enable Tamper Detection by checking off the Enabled box.

IP CAMERA

o . Setup > VCA > Tamper Detection
SnHgUsHon Tamper Detection

e Enabled:

- Tamper Duration until Alarm 5 secs
Tampered Image Area 40 %
Suppress alarm on lights on/off M]

Suppress false alarms caused by major light changes.

Enabling can reduce sensitivity to genuine alarms.

Restore Defaults

N ID | Rule Na...

Import/Export ‘

7. After enabling tamper detection, select Event Configuration from the side menu and click on the Event Rules
subcategory.

8. Enable Event Rules by checking off the appropriate box.

9. Click the apply button and wait for settings to take effect.

10. Click the Add Button
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Live Storage Setup

IP CAMERA ©

}+ Basic Configuration atation > Event Rules

Confi juration
} Video

[VI'Enable event rules
* Event Configuration

o
Event Rules *

Motion Detection

Apply

Metwork Loss

NEES DI
E-Mail Recipient yes Motion

FTF Notification
HTTP Motification
TCP Motification
TCP Server
Multicast Motification

Heart Baat r
Schedule

Add... Copy... Modify... Remove

This will open the Event Rule configuration window.
11. Check off the Enable Rule checkbox.

12. Name your rule. (Tamper Detection in the below example)
Live Storage Setup

IP CAMERA ()

» Basic Configuration Add to Event Rule List

3|
F Vid
laee Configuration
~ Event Configuration Enable rule

Event Rules MName : Tam per Detection

Motion Detection . I

Metwork Loss

13. Under the Detectors category, check off VCA Source.
14. Check off Tamper.

15. Select Both for the Trigger Mode.
16. Click OK to save the Tamper Detection settings.
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E-Mall Hecipient

Event Sources Event Action
FTP Motification
Triggered by
HTTP Notification
Detectors
TCP Motification
[ sensor(DI#1) Go to Sensorf/Alarm Configuration
TCP Server
[ Alarm(DO#1) Go to Sensor/Alarm Configuration
Multicast Netification
T [[] Motion detection Go to Motion Detection Configuration
Schedule VCA source Go to VCA Configuration

[ &l rules

» Network Configuration Logical rules:

> VCA [] All counters

+ Peripheral
[] configuration

E Tamper
Trigger mode : () Rising edge () Falling edge (®) Both

F Maintenance

» Activation
[] Metwark loss/detect Go to MNetwork Loss Configuration

» About
System
Metwork setting changed
Time
Recurrence

o to Schedule Configuration

Schedule

OK Cancel

You have now configured both VIGIL Server and the UDP IPN camera for tamper detection. VIGIL Server will receive an
alarm from the camera whenever the tamper detection feature is triggered.

3 Contact Information

If you require more information, or if you have any questions or concerns, please contact 3xLOGIC Support:
Email: helpdesk@3xlogic.com

Online: www.3xlogic.com
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