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Tech Tip 150001 
VIGIL Server - Configuring UDP Tamper Detection for IPN Cameras 
 
Tech Tip #: 150001-1 

Date: January 9, 2015 

Product Affected: VIGIL Server 7.70.1553 or newer(clean install) 

Purpose: The purpose of this document is to educate a user regarding the process of configuring a 
UDP IPN Camera for Tamper Detection.  
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1 Introduction 
To configure Tamper Detection on UDP Cameras for use with VIGIL Server, both VIGIL Server and the camera must be 
configured to successfully implement the tamper detection feature. Please proceed through the following sections of this 
guide for step-by-step instruction regarding this process. 
 

2 Configuring Server and Camera for Tamper Detection 
Two requirements are needed before continuing.  

1. A clean install of VIGIL Server 7.70.1553 or newer must be performed. Updating from an older version of Server is 
NOT sufficient. 

2. The IPN Camera’s UDP firmware must be version 1.9.0.8. 

2.1 Configuring VIGIL Server 
To configure VIGIL Server for tamper detection: 

1. Open VIGIL Server Settings>Camera Setup, select an open camera channel and enable Network Camera to 
configure the camera settings. Be certain to select ONVIF in the Type field of the Network Camera Settings. This 
will open the ONVIF Device Manager, from which your IPN camera can be automatically located, and added to 
Server.  

2. Enable DIOs by marking off the appropriate checkbox in the Network Camera Settings window. 
 

 
 

3. Save the new camera settings. The user will receive the below prompt, informing the user that a new DIO has 
been created within Server’s AUX Hardware settings.  
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4. Navigate back to the VIGIL Server Settings>Server Settings tab.  
 

 
 

5. Select the Hardware tab.  
6. Click the Aux Device Settings button.  
7. Select the DIO Device which was created while configuring the camera(default name is ONVIF Device) and click 

the Edit button.  
8. In the DI Quantity field, add one more DI than was originally detected(Example: If 0 DIs are detected, increase the 

number to 1, if 1 DI is detected, increase the number to 2)  
9. Click OK to save the new DIO settings. 
10. After saving the DIO Settings, close the Aux Device Settings window, and navigate to the Relays/Alarms tab of the 

VIGIL Server Settings window.  
 

11. Select the last DI from the IPN Camera(if you changed the DI Quantity to 1 from 0, select the DIO labelled 1, if you 
changed the DI Quantity from 1 to 2, choose 2, etc.) in the Digital Inputs dropdown and check off the Input 
Enabled box.  
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12. In the Cameras checklist, check off the camera channel associated with UDP IPN Camera configured previously in 

this guide. This will associate the camera with the newly enabled DI. 
 

 
 

VIGIL Server has now been configured for use with the UDP Tamper Detection feature.  

2.2 Configuring UDP IPN Camera 
To configure the IPN camera for use with Tamper Detection: 

1. Access the camera’s web interface. 
2. Click the Setup button.  
3. Select VCA from the right-side menu and select the Enable/Disable subcategory.  
4. Click Apply to save the setting.  
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5. After clicking Apply, a new list of subcategories should appear under the VCA side menu item. Select Tamper 
Detection.  

 
6. Enable Tamper Detection by checking off the Enabled box.  

 

 
 

7. After enabling tamper detection, select Event Configuration from the side menu and click on the Event Rules 
subcategory.  

8. Enable Event Rules by checking off the appropriate box.  
9. Click the apply button and wait for settings to take effect.  
10. Click the Add Button 
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This will open the Event Rule configuration window. 
11. Check off the Enable Rule checkbox.  
12. Name your rule. (Tamper Detection in the below example) 

 

 
 

13. Under the Detectors category, check off VCA Source.  
14. Check off Tamper.  
15. Select Both for the Trigger Mode.  
16. Click OK to save the Tamper Detection settings.  



 

 

3xLOGIC Systems Inc.                    Visit us at http://www.3xlogic-en 

6 10225 Westmoor Drive, Suite 300, Westminster, CO 80021 | www.3xlogic.com | (877) 3XLOGIC 

 
 
You have now configured both VIGIL Server and the UDP IPN camera for tamper detection. VIGIL Server will receive an 
alarm from the camera whenever the tamper detection feature is triggered.  
 

3 Contact Information 
If you require more information, or if you have any questions or concerns, please contact 3xLOGIC Support: 
Email: helpdesk@3xlogic.com 
Online: www.3xlogic.com 
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