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1.0 Introduction

This document explains how to enable port forwarding on your elDC*2 Door Controllers.
This is beneficial for anyone who has multiple door controllers sitting behind one
external IP Address on arouter.

The port numbers and
IP Addresses usedin
this document are

Port: 2000
IP Address: 10.1.0.100 merely examples. You
Port Forward can use any available
Port 2000 TCP/UD traffic ports on your network
To 10.1.0.100

Port: 2001 Router A IP Address: Router B IP Address:
IP Address: 10.1.0.101 72.141.32.2 72.141.32.100
N Port Forward P N
: Port 2001 TCP/UD traffic . _/ —_
- To 10.1.0.101
: = - J
= | \W—N
Port forward
2000-2002 to
Port: 2002 IA Server 10.1.1.2
IP Address: 10.1.0.102
. Port Forward
. Port 2002 TCP/UD traffic
E To 10.1.0.102
E . IA Server
* IP:10.1.1.2
2.0 Recommended Configuration Steps

Set Port Numbers on the Door Controllers.

Port Forward UDP/TCP traffic from Router fAoto the internal IP of the Door
Controllers.

3. Port Forward UDP/TCP traffic from Router fBoto the internal IP of the 1A Server.
4. Open UDP/TCP port range for Door Controllers in Windows Firewall.

5. Add Door Controllers in Intelli-M Access with external IP of router and the
appropriate Port Number.

N =
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3.0 Set TCP/UDP Port Number on elIDC 32

In this example we will walk you through configuring the custom TCP/UDP port for a

doorcont roll er sitting behind Router HAAO.

your other door controllers as well.

1. Log into the WebUI for elDC3?

OO - mmm B~ C @ et supercr i

LN

Simple. Scalable. Secuge.

|—ENTER YOUR ID INFORMATION TO LOGIN

[izon ]

Login

Web Revi1.122

2. Click the System button.

Card Holders | Help | | Control Panel | | Alarms |

L When | o whee | wha_____________| who |
9/02/2014 19:02 System 1-Device startup
8/31/2014 14:26 System 1-Device startup
8/26/2014 11:37 AccSvc 70-Access Restricted
8/26/2014 11:37 AccSvc - IN-2 ©64-Access Granted
8/26/2014 11:37 AccSvc 70-Access Restricted
8/26/2014 11:37 AccSvc - IN-2 64-Access Granted
8/26/2014 11:37 AlarmSvc 83-Alarm: Restored
8/26/2014 11:37 AlarmSvc 80-Alarm: In Alarm
8/26/2014 11:34 System 80-Alarm: In Alarm
8/26/2014 11:32 System 1-Device startup
8/26/2014 11:32 System 129-Reset Request
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3. Select the Controllers button.
Global Configuration Schedules Controllers

Domains Holidays Inputs
Calendars Outputs

Locations
Database Management

Imaging & Badging

Access
Alarm Guard Tours Operators
Arming Time & Attendance Workstation Configuration
Equipment CCTV & Video Sources Mapping
Elevator Control Download
Card Holders
Supervisor Plus Managed Mode

4. Select the Modify button.

Add

View
Modify

Remove

Duplicate

Report
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5. Within the Controller Detail Page, modify the TCP Port and UDP Server Port and

then click OK to save.

Controller Detail

Parameters

Device ID Device Type Serial Number
401 elDC W 56770
Description
elDC 300
Controller Addrese
IP Address TCP Port
|192.168.6.81 |  [2001 |
Subnet Mask MAC Address
[255.255.252.0 | 00 14 E4 00 DR C2

Gateway
[192.168.4.2 |
UDP Server Port

UDP Client Port

Use DHCP
Enable Web
IDC Address
11

Make sure the TCP Port
and UDP Port are the
same port number when
configuring custom
ports.

Reader (CR-IN)

[Reader + Keypad V|

Reader (CR-OUT)

|Reader + Keypad V|

IOE Port Configuration

8 Inputs
Home Server Address Home Port
NA NA 8 Outputs
Report Reboot Reset OK Cancel
Technical Tip: How To Enable Port Forwarding On elDC %2




4.0 Port Forwarding

Once you have configured your custom ports on the door controllers, port forward
UDP/TCP traffic from Router fiAoto the internal IP address of the Door Controllers, and
port forward UDP/TCP traffic from Router fBoto the internal IP of the 1A Server.

Important Note: Every router is unique and this process varies with each brand.
Furthermore, every network is unique with custom firewalls and domain settings. Infinias
support can help configure ports on controllers and within the software, but they cannot
confi gur e a erultssgimporanmt that you haue & Network Administrator who
understands the network and how to Port forward appropriately. Please refer to
http://portforward.com/ for detailed information on how to forward ports in most routers.

%] http://portforward.com/english/routers/port_forwarding/route p v O &\ Router Port Forwarding Gui...

| T N

How to Port Forward Your Router

] ) » Choase your router
Olick here to Automatically . choose your program

Forward Ports with PFConfig  *Update router with one click
* That's it!
How To Open a Port on your Router

GFI If you need an open port on your router then you need to create a port forward. Open ports are
used to allow a connection in to your home network from the Internet. They are common in gaming,
torrenting, and VOIP configurations.

No credit card required

Use these guides to help you learn how to forward ports for well known applications such as

Home uTorrent and Minecraft, as well as any other application or program you would like.
Routers
Port F ding Guides
e How To Get an Open NAT
Router Passwords Open NAT and NAT Type Open both mean having a Forwarded Port. If you need an open NAT,
Request New Router you're on the right path.
Double Router Forwarding i )
Ports Start by selecting your router manufacturer from the list below.
Port List
Ports By Publisher How To Set Up Your Router
Request New Application . ) .
(B For more info on setting up a router, visit SetupRouter.com.
How To Portforward the Xbox One
rowTo gﬁwarggm;(;:ﬂm A|B|C|DIE|F|G[H|I|J|KILIM|N
ow 1o O War he
How To Portforward the PS3 OIPIQIR|S|TIUVWIX|Z
Guides A
BTy R BT, DI TR 100Fio Networks Alice Box
Setup a Static IP Address 1neti Allied Data
’-‘&""1 Networking 2wire Allied Telesyn
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http://portforward.com/

5.0 Custom Windows Firewall Rules

On the Intelli-M Access Server, create custom inbound and outbound Windows Firewall
rules for TCP and UDP traffic between door controllers and the |A Server.

5.1 Create a Custom Inbound Rule for TCP Port Range
These are inbound ports will allow the IA Server to receive TCP traffic from the Door

controllers.

1. Open Windows Firewall on the IA Server and select Advanced settings.

4 Windows Firewall
@) ~ 1 @ » Control Panel » All Control Panel ltems » Windows Firewall
T S— Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network.
through Windows Firewall
@ Change notification settings l ‘0‘ Domain networks Connected (A)
@ Turn Windows Firewall on or ;
i Networks at a workplace that are attached to a domain
#) Restore default
Q. Restorsdehutes Windows Firewall state: On
Advanced settings . i . N
Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps
Active domain networks: L:B observint.com
Notification state: Notify me when Windows Firewall blocks a new app
l W Private networks Not connected ()
l ‘@ Guest or public networks Not connected (%)

2. Select Inbound Rules and then select the New Rule Action.

w Windows Firewall with Advanced Security == n
File Action View Help

@ Windows Firewall with Advance [l L o] Actions
Inbound Rules - .
= e Name Group Profile  Enabled “ || Inbound Rules =
Outbound Rules . . )
By Connection Security Rules @Bonjour Service Public Yes &3 NewRule...
. B, Monitoring @Bon!our Service Publfc Yes T Filter by Profile »
@Bomuur Service Public Yes ) ——
@Bonjour Service Public Yes W Filter by State ’
@ camfinder.exe All Yes T Filter by Group 4
@ camfinder.exe Public  Yes View »
@camfinder.ue Public Yes
an . - G Refresh
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3. Select Port as the Rule Type and then click Next.

o New Inbound Rule Wizard n

Rule Type
Select the type of firewall rule to create.

Steps:
# Rule Type What type of rule would you like to create?

@ Protocol and Ports

Action () Program

-
@ Profile Rule that controls connections for a program
@ Name ® Port
Rule that controls connections for a TCP or UDP port.
Predefined:

BranchCache - Content Retrieval (Uses HTTF)

Rule that controls connections for a Windows experience.

() Custom
Custom rule.

Back Neat > Cancel

4. From the Protocol and Ports, select the TCP and Specified local ports: radio buttons.

Enter in your port range of your door controllers.
4 New Inbound Rule Wizard n

Protocol and Ports
Specify the protocols and ports to which this rule applies

Steps:

@ Rule Type Does this rule apply to TCP or UDP?

& Protocol and Ports ® TCP

@ Action ) UppP

@ Profile

® Name Does this rule apply to all local ports or specific local ports?

) All local ports
(®) Specific local ports: 2000-2002|
Bample: 80, 443, 5000-5010

< Back Nexd > Cancel
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5. Select Allow the connection and then click Next.

4 New Inbound Rule Wizard n

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports

7 ® Allow the connection
@ Action This includes connections that are protected with |Psec as well as those are not.
@ Profile
. ) Allow the connection if it is secure

@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

() Block the connection

< Back Next > Cancel

6. Apply the Rule to all profiles and select Next.

» MNew Inbound Rule Wizard “

Profile
Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?
@ Protocol and Ports
@ Action Domain
@ Profie Applies when a computeris connected to its corporate domain
@ Name Private
Applies when a computer is connected to a private network location. such as a home
or work place.
Public

Applies when a computer is connected to a public network location.

< Back Next > Cancel
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7. Give the Rule alogical name that indicates that it is for TCP traffic from your door
controllers, then click Finish.

~

[ 4 New Inbound Rule Wizard “

Name

Specify the name and description of this rule

Profile Name:
Infinias Doors TCP|

Description (optional):

< Back Finish Cancel

5.2 Create a Custom Inbound  exception for UDP Port Range
These are inbound ports will allow the IA Server to receive UDP traffic from the Door

controllers. Follow the same steps as outlined above but this time you will select
UDP.
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