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NOTESome VISIX-Series GEN Il camera models can be purchased without standalone licensing. If you have
purchased a \5eries model camera but have opted out of staoine licensing, please refer to the 3xLOGIC VISIX
SSeries User Manual feetup instructions and camera operatianformation. Visit
http://www.3xlogic.com/supportcenter/productdocumentationto download the latest version.

This manual applies to the folving VISIX Beries Gen Il camera models:

Cameralype Model

Multi-Sensor Cube A VX2SCPIRW

A VX%4S28MD-I
A VX4S28MD-I-02"New”

Mini Dome
VX4V28MD-IAW
VX-4V4-MD-I
Indoor Dome A VX3V-ID-RIAWD

VX-4V-OD-RI
VX4V280DH (DC)

A VX4V280DI-02New*

Outdoor Dome

A VX-4V-B-RI

Bullet Camera N
A VX4V-B-RI02 New

A VX-4S4-MB-I

Mini Bullet
A VX-4S4-MB-l-02 NEW

DC- Discontinued
This guide is up to date for camsnainning VIGIL Servet £.00.000Gsoftware.

Thank you for purchasing our product. If there are any quastior requests, please do not hesitate to contact the
dealer.

NOTEThis manual may contain technicah@turacie®r printing errors Some of the documented content may
only apply to specific camera modelie content is subject to change without noticEhemanual will be
amended if there are any hardware updates or changes.

DISCLAIMER STATEMENT

& YRSNBNRGSNE [F02NI {i2NASaE LyOd o6a![€0 KFa y2G GdSaiGtSR i
aspects of this product. UL has only testedffee, shock orcasualtit T  NR& | & 2dzif AySR Ay ! [ Q:
Safety, UL6095Q. UL Certification does not cover the performance or reliability of the security or signaling

aspects of this product. UL MAKES NO REPRESENTATIONS, WARRANTIESARCMNERWMAATSOEVER

REGARDING THE PERFORMANCE OR RELIABILITY OF ANY SECURITY OR SIGNALING RELATED FUNCTIONS OF
PRODUCH.
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Regulatory Information

FCC Information

FCC complianc&his equipment has been tested and found to comply with the limits fligial device, pursuant

to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses, and
can radiate radidrequency energy and, if not installed and used in accordance with the instruction manual, may
cause harmful interference to radio communications. Operation of this equipment in a residential area is likely to
cause harmful interference in which case treeuwill be required to correct the interference at his own expense.

FCC Conditions
This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:

A This device may not cause harmful interference.

A This devée must accept any interference received, including interference that may cause undesired operation.

EU Conformity Statement

comply therefore with the applicable hawonized European standards listed under the Low
Voltage Directive 2006/95/EC, the EMC Directive 2004/108/EC, the RoHS Directive
2011/65/EU.

c E This product and if applicable- the supplied accessories too are marked with "CE" and

2012/19/EUWEEE directive): Products marked with this symbol cannot be disposed of as
unsorted municipal waste ithe European Union. For proper recycling, return this product to
your local supplier upon the purchase of equivalent new equipment, or dispose of it at
designated collection points. For mardormation, see:www.recyclethis.info

2006/66/EC (battery directive): This product contains a battery that cannot be disposed of as
unsorted municipal waste in the European Union. See the product documentation for
specific battery information. The battery is marked witlisteymbol, which may include

lettering to indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycling, return
the battery to your supplier or to a designated collection point. For niof@mation, see:
www.recyclethis.info
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Safety Instruction

These instructions are intended to ensure that the user can use the product correctly to avoid danger or property

loss.

¢KS LINBOlIdziA2y YSI&adaNB Aad RAGARSR Ayid2 WY2INYyiAyaaQ | yR
Warnings Serious injury or death may be caused if any of these wgsnre neglected.

Cautions Injury or equipment damage may be caused if any of these cautions are neglected.

A A

WarningsFollow these safeguards to prevent | CautionsFollow these precautions to prevent
serious injury or death. potential injury or materihdamage.

A Warnings:

Please adopt the power adapter which can meet the safety extra low voltage (SELV) standard. And source with 12
VDC or 24/AC (depending on models) according to the IEC6Q9%8d Limited Power Source standard.

A If the product does nobwork properly, please contact your dealer or the nearest service center. Never
attempt to disassemble the camera yourself. (We shall not assume any responsibility for problems caused
by unauthorized repair or maintenance.)

A To reduce the risk of fire odectrical shock, do not expose this product to rain or moisture.

A This installation should be made by a qualified service person and should conform to all the local codes.

A Please install blackouts equipment into the power supply circuit for convesigyly interruption.

A Please make sure that the ceiling can support more than 50(N) Newton gravities if the camera is fixed to
the ceiling.

A If the product does not work properly, please contgour dealer or the nearest service center. Never

attempt to disassemble the camera yourself. (We shall not assume any responsibility for problems caused
by unauthorized repair or maintenance.)
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A Cautions:

A Make sure the power supply voltage is correctdrefusing the camera.

A Do not drop the camera or subject it to physical shock.

A Do not touch sensor modules with fingers. If cleaning is necessary, use a clean cloth with a bit of ethanol and
wipe it gently. If the camera will not be used for an extendedqzkof time, put on the lens cap to protect the
sensor from dirt.

A Do not aim the camera lens at the strong light such as sun or incandescent lamp. The strong light can cause
fatal damage to the camera.

A The sensor may be burned out by a laser beam, so wahgriaser equipment is being used, make sure that

the surface of the sensor not be exposed to the laser beam.

A Do not place the camera in extremely hot, cold temperatures (the operating temperature should be between
30°C ~ 60°C, o40°C ~ 60°Cifthec&MNI Y2 RSt KIF & |y al é Ay Ada &dzFFAEOLZ
not expose it to high electromagnetic radiation.

A To avoid heat accumulation, good ventilation is required for a proper operating environment.
A Keepthe camera awajrom water and anyiuid.
A While shipping, the camera should be packed in its original packing.

Improper use or replacement of the battery may result in hazard of explosion. Please use the manufacturer
recommended battery type.

NOTEFor cameras that supportR, you are requéd to pay attention to the following precautions pyevent IR
reflection.

A Dust or grease on the dome cover will cause IR reflection. Please do not remove the dome cover film until
the installation is finished. If there is dust or grease on the dome ¢@lean the dome cover with clean soft
cloth and isopropy! alcohol.

A Make certain the installation location does not have reflective surfaces of objects too close to the camera.
The IR light from the camera may reflect back into the lens causing reflection.
A The foam ring around the lemsust be seated flush against the inner surface of the bubble to isolate the lens

from the IR LEDS. Fasten the dome cover to camera body so that the foam ring and the dome cover are
attached seamlessly.
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1 SystemRequiremens

The below are recommended requirements for accessing and navigating the @erad N2 6 A SNJ | L 2y
PC.

b3

Operating SystemMicrosoft WindowsXP SP 1 or newer versions.

b3

CPU2.0 GHz or higher

b3

RAM:1G or higher

b3

Display: 1024 x768 resolution or higher

>

Web Browserinternet Explorer 8.0 andewer, Mozilla Firefox 5.0 andewer, Google Chrome 18 and
newer.
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2 Camera Setu®ptions

AlllicensedV-Series cameraodelscan be quickly setup otdf-the-box using one of tweools; either the3xLOGIC
VISIXSetup Tool (i0S and Android)obile app 0r3xLOGIC Alh-One PC Setupoftware, depending on your
network environment.
A The3xLOGIWISIXSetup Tool (i0S and Androidan be installed on mobile device running Android or
iOSand has been optimized for use in all DF&DRbled networks for both wireless and wired
configurations.¢ KA & | LJLJ alOlya GKS OFYSNIQa vw O2RS (2 Saidlo
pushesconfiguredsettings to the camera via the cloud

b3

The3xLOGC Allin-One PC Setupoftwaremust be installed on a Windows PC running on the same
network as the cameraand is intended for use in larggeale deployments dor non-DHCP networks.
The app detects cameras which point an appropriate IP address danassigned to the camera to
establish external internet connectivitylhe app therpustesconfiguied settings tothe selected amera
via the cloud

NOTESome VISIX-8eries GEN Il camera models can be purchased without standalone licensing. Ifgfou hav
purchased a \Beries model camera but have opted out of stadoine licensing, please refer to the 3xLOGIC VISIX
SSeries User Manual for camera operation instructions and setup information. Visit
http://www.3xlogic.com/supportcenter/productdocumentationto download the latest version.

2.1 DHCREnNabled Networks

For DHCfnabled networks where the camera is hardwired into the local network:

A RECOMMENDEDBXLOGIWISIXSetup Too(iOS and Android¢ KA & A & recominemd2d thofde
this network environment. SeBection 3.1 3xLOGWISIXSetup Tool (i0S and Androfdy instructions on
setting up the camera with this tool.

b2

3XLOGIC Alh-One PC Setup For this network environment, this tool is most beneficial for larger
deployments where individually scanning each camera with the mobile tool would be cumbersome. See
Section 3.2 3xLOGIC-#HOne FZ Setudor instructions on setting up the camera with this tool.

2.2 Non-DHCR\etworks

The3xLOGIC Aih-One PC Setupoftware was engineered specifically for use in+maCP networks where the
mobile app (required DHCP) cannot be used to configure the ame

1. REQUIREBBXLOGIC Alh-One PC SetupTo utilize this tool in this network environment, the tool
must be installed on a Windows PC which is networked with the cameras. The app thetesedts the
camera at which point an appropriate IP addreas be assigned to the camera to establish external
internet connectivity. The app can then be used to push configuration settings to the selected camera
via the cloud.

3IxXLOGIC 12000 Pecos St., Suite®@Westminster, CO 884 www.3xlogic.confi (877) 3XLOGIC 11
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3 Camera Setup

3.1 3XLOGIWISIXSetup Tool (I0S and Android)

The3xLOGIWISIXSetup TooliOS and Androifican be installed on a mobile device running Android or iOS and

has been optimized for use in all DHE&Rbled networks for both wireless and wired configurations. This app

a0lya GKS OFYSNIQa vw O2RS (e (c&ieia masthava &tednal idi@dngty SOGA 2y 4.
connectivity) and pushes configured settings to the camera via the cloud.

VISIXSETUP TOOLCAMERAETUP

To setup a camera with wired connection using 3xOGI¥ISIDSetup Toglfollow the below steps:
1. Unbox aml install the camera to your network specifications.

2. Connect the camera so it has external internet connectifty. information on wired network
connections, seaVNiring over LAN

Tap theSetup New Cameras at Sibaitton.
Fill in Installer Information and ta@ontinue

Hll in Company information ancip Continue

o v M~ W

SelectScan QR Codgecommended) and scan the QR label (affixed to the back of the camera) to load
the camera information into the app. Alternativeblick Manual Inputand fill in the availablélias
/SerialNoFASt R ¢gAGK GKS OF YSNI Qa aASNALFf ydzyo SN

7. On the Network Connection Type page, setited Connectiorand tapContinue.

8. You will be prompted to create a new set of admirdsitve credentials as parnf the camera activation
processUnique login credentials are required asecurity precautionEnter the credentials and tap
Continueto login to the device and begin camera configuration.

After completing camera activation and configuring a set ohimdcredentials, thepp will loginto the camera

9. A form will now deploy where the user may create credentials for a standard usemafimamistrative).
Enter the user credentials and cliContinueto advanceAlternatively, clickSkipto forego standardiser
creation.

10. A live video preview will now deploy on your screBosition the camera to achieve the fiadd-vision as
required by your site specifications. When you have achieved the desireebfiglidion, tapContinue

11. The Camera Settings pagdlwad.Enter aCamera NameThe camera will be referenced by this name
0KNRdzZZ3K2dzi GKS +LDL[ z*a{ oxLDL[ /ftASYyidz */azx *ASg |

12. Enter a custonVIGIL Connect Alia6. K S Ol YSNI Q& aSNALFf ydzYoSNI gAtf oS «d:

13. Select alime Zone
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NOTEUNnder Advanced Settings, a user can set a custom settings profil®é&faeiltprofile or High
Resolutiol, choose to sync the camera with an NTP Server (enabled by default; time.windows.com)
or enableSupport Audio Talto automatically configure twavay aidio on applicable devices

14. Once you have filled in all the fields, clicentinueto complete setup.
15. TheSetup Completpage will deploy. Camera and Installer Summary info will be listed for you reference.

To add additional cameras, click thAdd more @mera to the sitebutton and repeat the above steps as
necessary for all cameras. If you have no remaining cameras to configur€ afitkue.

16. TheEmailRecipiens page will load. By default, the summary email will be sent to the provided Installer
Email Add more recipients as desiretd Add Another Emajland tapContinueto finish the camera
setup process. A summary email will be sent to all configured recipients.
NOTES KS | LIJ Attt AyaidaNdzOtG GKS /t2dzRR Gz2e(if dzi2YIl GAOI f
required), format the orboard SD Card (if requirednd update camera firmware (if required). A
second email will be sent when this process is complete.
17. ClickFinishto exit the app.

After both confirmation emails are received, the setup prodesomplete. Youv-Series Gen Il cameshould be
recording to orboard storage (video motion recording by defaltR alarm recording also by default for2&
CPIRW) and is ready to baterfaced with the VIGIL VMS.

3.2 3xLOGIC Alh-One PC Setupool Windows)

The3xLOGIC Alh-One PC Setupoftware must be installed on a Windows PC running on the same network

segment as the cameras and is intended for use in laogde deployments (where scanning individual cameras

with the mobile app would be cumbgome) or for noADHCP networks with wired configuration. The app detects
cameras at which point an appropriate IP address can be assigned to the camera (if necessary) to establish external
internet connectivity. The app then pushes configured settinghéoselected camera via the cloud.

3XLOGIC AUN-ONE E SETUPOOL; CAMERASETUP

To setup the camera using tlxLOGI@Ilin-One PC Setup Utiljtiollow the below setup:
1. Unbox and install the camera to your network specifications.

2. Connect the camerto the desired networkFor information on wired network connections, s&¥iring
over LAN

3. Download, install and launch 3xLOGIGmADNne PC Setup software on a Windows PC with an external
internet connection. Th€ameraDetectionpage will deploy.

NOTENon-DHCP Environments / Networks Requiring StatielfRhe camera is located on a
network with DHCP disabled, the Windows PC must be on the same network segment as the
camerds)so it can identify the devigs)

4. To commence camera setup, select the desired camera from the list and\iek
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5. You will now be required to create administrative login credentials for the camera as part of the camera
activation process. Custom credentials are required as a security preca@liokNext after entering
the new credentials to complete activatiohhe detected devices list will redeploy.

a. OPTIONAL STE#R Non-DHCP Environments / Networks Requiring Statie!lP O YSNJ Q&
network connection information can be customized to méwet needs of your network and
may be required to establish external internet connectivity for the camera (required to
complete configuration). To change network connectimmfiguragion select the desired
camera from the list and clid SetupAformwi t € I dzy OK g KSNBE (KS Ol YSNI Q
Subnet Maskand Default Gateway can be chang&tie device must be activatebefore
performing IP Setup.

6. Select the camera from the list and cligkxt Fill in installer info and cligdBonfirm. On the proceeding
page, fill in company info and cli@ontinue.

7. Login to the device using the credentials configured during camera activation.

8. A form will now deploy where the user may create credentials for a standard usea@immistrative).
Enter the user credentiaBnd clickContinueto advanceAlternatively, clickSkipto forego standard user
creation.

9. Alive video preview will now deploy on your screBosition the camera to achieve the fiadd-vision as
required by your site specifications. When you have el the desired fielaf-vision, clickContinue

10. The Camera Settings page will loBdter a Camera Name. The camera will be referenced by this name
0§KNRdzZaK2dzi GKS +*LDL[ +*a{ &é6+LDL[ /fASYyGZ +/ a3z *ASg |
11. Enter a custonVIGIL Connect AliagbheOl YSNI Q& &aSNA It ydzYoSNJ gAff 0SS dza$S

12. Select alime Zone

NOTEUnNder Advanced Settings, a user can set a custom settings profilDéfiaaltprofile or High
Resolutiol, choose to sync the camera with an NTP Server (enabled by defaultyimdews.com) or
enableSupport Audio Talto automatically configure twavay audio on applicable devices .

13. Once you have filled in all the fields, cl@kntinueto complete setup.

14. TheSetup Completpage will deploy. Camera and Installer Summary infobailisted for you reference.
To add additional cameras, click tAedd more camera to the sitbutton and repeat the above steps as
necessary for all cameras. If you have no remaining cameras to configur€ atithue

15. TheEmailRecipiens page will lad. By default, the summary email will be sent to the provided Installer
Email. Add more recipients as desired (cAdd Another Ema)land clickContinueto finish the camera
setup process. A summary email will be sent to all configured recipients.

NOTEE KS | LJJ gAtf AyadaNHzOitG GKS /t2dzRR G2 | dzi2YlF GAOITf (@
format the onboard SD Card (if required) and update camera firmware (if required). A secoad will
be sent when this process is complete.

16. ClickFinishto exit the app.
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After both confirmation emails are received, the setup process is complete.\W¥8aries Gen Il Cameshould be
recording to orboard storage (video motion recording by defaltR alarm recording also enableyl defaultfor
VX2SCPIRW) and is ready to be interfaced with the VIGIL VMS.
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4 QuickStart
4.1 Adding a VSeriesCamera toVIGIL Utilities

ADDING A/-SERIEGAMERA TO VIGIL QNTE

Steps:
To interface &/-SeriesCamera with VIGIL Client

1. Launch VIGIL Cliertdcal Modeonly; VCM rode will only display Servers from a networked VCM
Server) and sele@erversfrom the Serversop menu. This will launch the Servers window. VIBIX
Serieglevices are considered edge recording devices and thus are recognized as their own VIGIL
Server wihin the VIGIL suite.

2. ClickAdd. This will deploy thé&dd/Edit VIGIL Servexindow.

3. Enable thdJse VIGIL Conneoption. If connecting using traditional network connection criteria is
desired, enter the camerd® Address/DNS Namend confirm TCP/IP portaus.

4. Enterin the VIGIL Connect alias of the desite&tkriesCameraVIGILTestlsed in the below
example). Skip this step if using traditional network connection criteria (IP/Port).

5. ClickTest VIGIL Connetd confirm the camera can be communicated wihrough the Connect
system using the provided alias. Skip this step if using traditional network connection criteria

R4 3xL0GIC Inc, VIGIL Client 1 s [@]=]
Fle View Seach Settings  Help
Servers =53 Usage Performance (administrator)
2@« ® . B .| @ et
Log Off Se:  Connect to VCM Server... Allve  SaveView | Notes! S o
@ Views | @B Sites | Use Local Settings [ —
ch i 2
o ¥ | server Groups S :
B8 Review stations B Review stations > 203 S
4 @ servers 4 @ Servers [ comecta
@ Smith (administrator) & Ssmith p
@) VIGIL Server (administrator) & Add Server g I o
gs D g .
| Defaut | L ¢
VIGIL Connect Rer 7
Serial No.fAllas  VIGILTest! Edt
[ Test vigi Connect |
User Name administrator
Password -
No Dialup Connection
Check Network Status 5
1
General Settings
Audio
V| Use Site Name for Description
Poll Server Data
— ] Check for Server Alarms very | 10 & s
@@5@ V] Check for Live POS | ATM ry | 10 s
e Lve
- oK
Done. . - 120205 | @ 2:026m

Figure 41 AddingV-SeriesCamera to VIGIL Client
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6. If the testis successful, then VIGIL Client can successfully communicate widmnibe SlickOKat
the bottom of theAdd Servemwindow after configuring all required fields to save the new Server to
VIGIL Client. For more information on configuring VIGIL Servers, pleaSectis 5.10f the VIGIL
Client Users Guide.

NOTEThe cameravill be visible in the Client treeview and will be represented tﬁaicon. The
camera video stream can be added to the VIGIL Client viewer in the same manner as VIGIL Server

OF YSNI &T {AYLX & S Edbnymnu arid SoutelciiciStinlicenzold R tdEhé.J
viewer. Alternatively, a user can dragd-drop the camera stream icon into the desired frame of the
VIGIL Client viewer.

For more information on configuring VIGIL ServeiS&ries Alin-One camera in VIGIL Client, please Seetion
5.1of the VIGIL Client Users Guide.

ADDING A/-SERIESAMERA TWIGIL VCM

Steps:
1. To add av-Seriescamerato VCM for central management and heattionitoring purposes, launch a VCM
Client.

2. Loginto a VCM Server.

K@ 3:LOGIC Inc. - VIGIL Central Management - [Health Monitar]

#) File WView ServerGroup  Tools Window  He
o - = E F ']
Eait Log Off Search Servers | Sarver ServerUsers  WCM Users | Health Mong bs Updates  V-POS  Settings Refresh

Server Groups 4 P L]
= A naa sl i ens Fapd Motifications | 4= W) Prift.. - t. Eport..
- . = = '

Folder  Group Server Group | [ rProHS name | sotes  [inalert snce | ste pame Version
il Rock Felder Lot
B Tl A0 Testing SRLFECL B P,

Narme: ! Camera 1
=1 [ Camera Servers | Root Folder

E B Tl L Testing Current Server Group: [ sthoxces\Testboxes
FH- [ Customers 2l “‘;’ Servers VCM Ske ID:
[F-— [ Demo Server mm Use VIGIL Connect [ GL Camera [V
g e [ | customers
H ﬂ Pgnerig T Serial No. falkas VIGITest1 Test VIGIL Connect
S} | Testboses [ [l DemoServers
g Testhosxes @[ engresding Administr stor Login: admin Pagsword:  **Ut =5
=TI Testboxes Disup Entry: o Diskup Connction -
=
== Testhoxes Xh M [—]5 —— Carntral Data
Manage Anahtics
Manage Serv
Manage Audk Data

Ensble Automstic Updstes

Extract il Images on Schedue

Sync Time with WOM Server It

Server Time Zone:

W
[ save as Defau

Figure 42 : Adding anv-SeriesCamera to VCM
3. Click theHealth Monitor button.

4. Select (leficlick) aServer Grougrom the Server Groupsidebar. Thé/-Seriescamera will be added to
this group.
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5. Click theAdd Servembutton (only available after selecting an applicaBkrver Groujp. This will launch
the Add/Edit Serverform. VISIX/-Seriedeviceqincluding the VXSCPIRW) are considered edge
recording devices, and thus are recognized as their own Server within the VIGIL suite, including VCM.

6. Check ofVIGIL Camerdlhis will indicate to VCM that the deviceware adding ia \ASeries Alin-One
camera.

7. Checkoff Use VIGIL ConnedAlternatively, if you wish to use traditional network connection criteria,
leaveUse VIGIL Connedisabled and enter itP/DNS Namend Portinfo (if using standard network
connedion values, also ignore ste@ and 9of these instructions) for the device.

8. Enter the VIGIL Connect alias of WSERIEAmera in theSerial No./Aliadield.

9. After entering an alias, clickest VIGIL Connett ensure successful communication with thESWL
Connect system.

10. Fill in all remaining required fields and cliokto add the camera to your list of centrally managed VIGIL
Servers¥-Series Cameras.

If you experience issues connecting to M&eriesCameran VCM, confirm the alias that has beentered is
correct. If all settings appear to be correct, contact 3xLOGIC for further instruction or reféreceéip 140028
VIGIL Conra Troubleshoot Guidéor troubleshooting tips.

ADDING A/-SERIESAMERA TGXLOGIC VIEW LITHOBILE (ANDROID ANDS)

Steps:

2. Tointerface a/-Serieccamerag A i K oE[ hDL/ Q& +AS¢ [AGS LL Y206AfS |

mobile device (Anbid OS is pictured in the below screenshot, however, the process is identical in the iOS
version).

3. Open theOptionsside menu and sele@&erver ConfigurationThe Video Source list will display.

ol B R 212 P

Server Configuration

1 VIGIL Server (1)

# Server Configuration FCLOUID (D)

VM (0)

£} settings (1) Exit

Figure 43 Opening Video Source Menu

4. Select VIGIL Server. VIStZéYies devices are considered edge recording devices, and thus are recognized
as their own VIGIL Server within View Lite Il. The VIGIL Server window will now deploy. A menu of all VIGIL
Servers already interfaced with View Lite Il will deploy.
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2B 20 04 E 212PM

VIGIL Server(1) + T

smith(32)

Figure 4 : Addinga Video SourceAdd Video Source

5. To add a new instance of a video sajtap the icon.

6. EnableVIGIL Connecilternatively, if you wish to use traditional network connection criteria, ledMalL
Connectdisabled and enter in ali//DNS Nameand Portinfo (if using standard network connection
criteria, also ignore step 6 of these instructions) for the device.

7. Enterin the VIGIL Connect alfasthe desired VISIX-Seriescamera (\Geriescamlsed in the above
example).

=) R =4 . 73% WP 10:23 AM

& Add VIGIL Server £

Use Site Name for Description O
User Name administrator
Password

VIGIL Connect

Alias/Serial VSeriescam1 ﬂ

Save

Figure 45 View Lite I} Add/Edit ServeForm- Android

8. Fillin the remaining required fields and t&aveto save theV-Seiecamera to View Lite Il. A user may
now add the camera stream to the View Lite viewer using the same process as adding VIG]VS&tver
or 3xCLOUD networked cameras.

ADDING A/-FERIEEAMERA TOXCLOUD CROBBATFAGM WEB CLIENT

Steps:
1. To interfacea \+Series Alin-OneCamera with a 3xCLOUD web client account, login to your 3xCLOUD
account (www.3xlogiccloud.com
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3x 3xCLOUD
C & [ https
3xCLOUD

by 3°LOGIC
& 3xgegro
4 @R smith
£ Refresh Server
4 W Camera

[E2 Display ALL
W® 2MP-VD_BackDoors
W 2MP-MVD28_Lobby
W 1.3MP-PIR_Lobby
W 2MP_MVD_Training N
W 2MP-D2_RF . he.:
W 2MP-VD_Boardroom \&
W 1.3MP-PIR il Wl cname:
W IQEye 510
W 2MP-MVD_Overhead
W VSXPTZ
W Side Road
W Sync Audio Testing
™ Cam21
" Front Door
¥ Entries
¥ OverWatch

& Pos

ﬂ Digital Output

@ Digital Input

& Cloud Footage

P+ W0

By Serial No./Alia= By IP Address and Port
Description:
5
DemoTest

Serial No./Alias:

administrator

Password:

Lo 08060

Figure 46 Adding anv-SeriesCamera to a 3xCLOUD Account

2. Click tha button to open the Settings menu.

3. Select theServerscon.

4. Click the button (not pictured above). This will deploy tAeld/Edit VIGIL Server

form. VISIX/-Seriedevices are considered edge recordingides, and thus are recognized as their own
VIGIL Server within the VIGIL suite, including 3xCLOUD.

5. Click theBy Serial No./Aliagab to configure the Server with a VIGIL Connect alias. If using traditional
network connection criteria is desired, click tBg IP Address and Poaputton enter in anlPand Port info
(if using standard network connection criteria, also ignore step 6 of these instructions) for the device.

6. Enter the VIGIL Connect alias of the desWeBkeriescamera in theSerial No./Aliadield (VIGILTest1 used
in the above example).

7. Fillin all required fields and cliéidd to save theV-Seriescamera to your 3xCLOUD VIGIL Server list.

TheV-Seriescamera should now be available to add to your 3xCLOUD layout. If you experience connection issues,
confirm the connection info (IP Address and Port/VIGIL Connect Alias) you entered is correct. If all settings appear
to be correct, contact 3xLOGIC for further instruction or referéheeh Tip 140028 VIGIL Connect Troubleshoot
Guidefor troubleshooting tips.
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5 StandardNetwork Connectiors

This section provides manuedmera networking informatioror basic camera networkingonfiguratian and
setup, please referenc&ection? Camera Setup Optiomsd Sectior?.1 Camera Setupf this user guide for
instructions.

A If you want tonetwork the camera via AN (Local Area Network), please refeBrtion5.1 Networking the
Camera LAN.

>

If you want b network the cameravia WAN (Wide Area Network), please refefSection5.2 Networking the
CameraWAN.

5.1 Networking the Camera LAN

To identifyand configure the camearviaLAN, you need tphysically networkhe cameraand accessts browser
interface. This process can be expeditedrstalingand rumingeither the 3xLOGI@Il-in-One PC Setup Utility
(http:// 3xlogic.com/supporcenter/softwaré) or the VISDSetup Utilitymobile app(iOS or Androiddn a device on
the same networlas the cameralo changa camerd) @ address (for nofDHCP environments, networks

NE Ij dzA NA y 3 Ahie BxiQGIC Ati-Ore PS SetiX Wtilisan be usedSee Sectio.1for moreinformation
on available setup s and configuration methods.

WIRING OVERAN

The following figures show thetandardmethods ofLANcable connectin between a network camera and a
computer:

A To test the network camera, you can directly connect the network camera to the computer with a network
cable as shown iRigure 21.

p>)

Refer to theFigure 22 to set network camera over the LAN via a switch or daou

.
L :
Lo |
L =Metwork cabl Hetwork cabl . |
|

’

Metwork Camera Computer

Figure 51 Connecting Directly

N

e,
'y
o o L™

| e L e,
fu

Metwark Camaeta Compiter

oo

Figure 8 Connecting via a Switch or a Router
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5.2 Networking the Camera WAN

This section explains how to connect the netwtitk camera vidVANusinga static IP or a dynamic IP.

STATIC IP CONNECTION

Before you start:
Please apply a statIP fromyour ISP (Internet Service Providddsing astatic IP address, you can connect the
network camera via a router or connect it to the WAN directly.

Connecting the network camera via a router

Steps:

1.

2.

Connect the network camera to the router.

Assgn a LAN IP address, the subnetsk and the gateway. Refer 3aLOGIC Aih-One PC Setup Tool
Wired Connection Setufor instructions on configuring a LAN connection.

Save theLAN IP address configured ir®e as thestatic IP in the router.

Set port mappinge.g., 80, 8000, and 554 porfehe steps for port mapping vary according to the
different routers. Please call the router manufacturer for assistance with port mapping.

Visit the network camera througa web browser or the client software over the internet.

Uk ~ > N |
¢ P
B | —Network cablem———— Network_ " 1heernet _Network__ ‘
1 cable |
St

v

cable )
Router with Computer

Network Camera 2
Static IP

Figure 83 Accessing the Camera through Router with Static IP

Connecting the network camera with static IP directly

You can also save the staticféi® the camera and directly connect it to the intern@hodem)without using a

router.

W

&: 'allha’ .'
W _Network cable ' Internet ) _Ns:xl{:k_ I
)

Nt
Metwork Camera with Static IP Computer

Figure 54 Accessing the Camera with Static IP Directly
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DYNAMIC IP CONNECNIO

Before you start:
Please apply a dynamic IP frggour ISP. Witha dynamic IP address, you can connect the network camera to a

modem or a router.
Connectinghe Network Camera via aditer:
Steps:
1. Connect the network camera to the router.

2. Inthe camerasettings assign a LAN IP address, the subnet mask and the gatRefey.to3xLOGIC
All-in-One PC Setup Tofr indructions on configuring a LAN connection.

3. Inthe router, set the PPPOE user name, password and confirm the password.

4. Set port mappingE.g. 80, 8000, and 554 porithe steps for port mapping vary depending on
different routers. Please call the router mafacturer for assistance with port mapping.

5. Apply a domain nhame from a domain name provider.
6. Configure the DDNS settings in the setting interface of the router.
7. Visit the camera via the applied domain name.

Connecting the Network Camera via addem:

Thiscamera supports the PPPoE auto diplfunction. The camera gets a public IP address by ADSlpdial
after the camera is connected to a modem. You need to configure the PPPOE paraoh¢hersetwork
camera. Refer t&€onfiguring PPPoE Settirfgs detailed configuration.

o > B
- ( \
'».-.u' ~Network cable— ~Network cable=(  Internct ) Network cable— .
3 .

- P

Network Camera Modem Computer
Figure 5 Accessing the Camera with Dynamic IP

NOTEThe obtained IP address is dynamically assigned via PPPoE, so the IP address always changes after
rebooting the camera. To solve the inconvenienf¢éhe dynamic IP, you need to get a domain name from the
DDNS provider (E.g. DynDns.com). Please follow the steps below for normal domain name resolution and
private domain name resolution to solve the problem.
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NORMAL DOMAIN NAMEEROLUTION

Domain Name
Resolution Server

Port Map
O} (\
-2 __Network__ 5= __Network_( Internet ) Network__ ./
- cable cable \\ cable -
Network Camera Router with Computer
Dynamic IP

Figure 8 Normal Danain Name Resolution

Steps:
1. Apply a domain name from a domain name provider.

2. Configure the DDNS settings in thBNS Settingmterface of the network camera. Refer to
Configuring DDNS Settinfps detailed coffiguration.

3. Visit the camera via the applied domain name.

PRIVATE DOMAIN NANRESOLUTION

PC+IP Server+ Static IP

[
Port Map Network cable
[
OF >
. Network S Network - Network
G R < — =( Internet - —
- cable cable cable
\ 1
Router with Computer

Network Camera
Dynamic IP

Figure 57 Private Domain Name Resolution

Steps:
1. Install and run the IP Server softwase a computer with a static IP.

2. Access the network camera through the LAN with a welwkses or the client software.

3. Enable DDNS and select IP Seagethe protocol type. Refer t6onfiguring DDNS Settinfys
detailed configuration.
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5.3 Networking the Camera Wi-Fi

Certain VYSeries modelsV¢2SCPIRW and VX4V28MD-IAW) are Wi-Fi capable, allowing for optional
wireless connection to the camerA.wireless network must be configured and available for connection to
utilize WiFi.

NOTEWireless connection settings will only be visible in thitisgs interface for camera models with Wi
capability.

NOTEIn some environments, depending on installation requirements, configuring the camera using a
temporary wired connection before enabling WiFi may be best practice.

WIRELESS CONNECTIKDMANAGE MODE

Steps:
1. Enter the WiFi configuration interfaceConfiguration> Network > Advanced Settings sFiVi

Live View Playback Picture Configuration

SMMP FTP Email HTTPS Qo3 Wi-Fi

|;| Local
B Ssystem Enable
o SR Wireless List ‘ Search |
Basic Seftings MNo. SSID Warking Mode Security Mode Channel Signal Strength  Speed(Mbps)  Connection Stat..
| Advanced Settings 1 xfinitywifi Manage disable 1 98 150 Disconnected *
Qé Video/Audio 2 NETGEAR29 Manage WPAZ-personal 1 a4 150 Disconnected
Image 3 CenturyLink4725 Manage WPAZ2-personal 1 92 150 Disconnected

Figure 88 Wireless Network List

2. ClickSearchto search for active wireless networks.

3. Click to choose a wireless connection from the list.

Wi-Fi

SSID belkin54g

Network Mode © Manager ) Ad-Hoc

Security Mode not-encrypted E

Figure 39 Wi-Fi Seting- Manage Mode

NOTETheSecurityMode and Encryption Typeof the network are automatically shown when you
select the wireless network.

4. Enter the passphrase/key to connect the wireless network.
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WIRELESS CONNECTIONDHOC MODE

In Adhoc mode, thee is no need to connect the wireless camera via router and instead, the camera can be
connected to a PC with an active internet connection. The scenario is the same as connecting the camera with

a PC directly using a network cable.

Steps:
1. Choose Achocmode.

Wi-Fi

SSID camerab467wifi

Network Mode ~ Manager © Ad-Hoc

Security Mode not-encrypted K2

Figure 510 Wi-Fi SettingAd-hoc

2. Customize a SSID for the camera.

3. Choose the Security Mode of the wireless connection.

Security Mode not-encrypted

WPS WPA-enterprise
. WPA2-personal
[C] Enable WPS WPA2-gnterprise

Figure 511 Security ModeAd-hoc Mode

4. Enable the wireless connection function for your PC.

5. Onthe PC side, search the network and you cantise SSID of the camera listed.

Y

camerab467wifi o
belkinsdg )
Tenda_0A0698 M
yourPC ,-ﬂ
HenryHu ,5“
APPLE M

Peter_Ma Ml

Open Network and Sharing Center

Figure 512 Ad-hoc Connection Point

6. Choose the SSID and connect.
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SECURITY MODE DESBTRIN

Wi-Fi

SSID belkin54g

Network Mode ©@ Manager ) Ad-Hoc

Security Mode not-encrypted v
|WEP
WPA-personal

s WPA-enterprise

7] Enable WPS \WPA2-personal

- |WPA2-enterprise

PIN Code 1301

@ PBC connection

Figure 513 Security Mode

You can choose the Security Mode as-entrypted, WEP, WPRgersonal, WPAnterprise, WPADersonal,
and WPAzZnterprise. WEP mode:

Wi-Fi

SSID belkin54g

Network Mode @ Manager ) Ad-Hoc
Security Mode WEP E
Authentication @ Open () Shared
Key Length © 64bit ) 128bit
Key Type ) HEX ) ASCII
Key1 @

Key2

Key3 ©

Key 4 «

Figure 514 WEP Mode

)

Authentication - Select Open or Shared Key System Authentication, depending on the method used by
your access point. Not all access points have this option, in which case they generally use Open System,
which is sometimes knowas SSID Authentication.

p>)

Key length- This sets the length of the key used for the wireless encryption; 64 or 128 bit. The encryption
key length can sometimes be shown as 40/64 and 104/128.

)

Key type- The key types available depend on the access poiimgogsed. The following options are
available:

3 HEX Allows you to manually enter the hex key.

3 ASCItIn this method the string must be exactly 5 characters febBAVEP and 13 characters for
128bit WEP.

3IxXLOGIC 12000 Pecos St., Suite®@Westminster, CO 884 www.3xlogic.confi (877) 3XLOGIC 27



VISIX\BERIEGIGIL v11.00SER MANUALVISIX VSeries Alin-One Camera Gen Il

WPAPERSONAL AND WRPRERSONAL MODE

Enterthe required PreShared Key for the access point, which can be a hexadecimal number or a passphrase.

Wi-Fi

SSID belkin54g

Network Mode © Manager ( Ad-Hoc

Security Mode WPA-personal E
Encryption Type TKIP E
Key1 @

Figure 515 Security Mode

WPAPERSONAL WPENTERPRISE AND WFATERPRISE MODE:

Choose the type of client/server authentication being used by the access pARTLSr EAPPEAP

A EAPRTLS:
a |dentity - Enter the user ID to present to the network.
o Private key password Enter the password for your user ID.
o EAPOL versionSelect the version used (1 or 2) in your access point.
a  CA Certificates Upload a CA cefictate to present to the access point for authentication.
Wi-Fi
SSID test
Network Mode © Manager () Ad-Hoc
Security Mode [WPA-enterprise |BN)
Authentication EAP-TLS [~
Identify
Private key password
EAPOL version 1 F
CA certificate | Browse | [ upload |
User certificate [ Browse | [ Upload ]
Private key [ Browse I I Upload ]
Figure 816 EAPTLS
A EAPPEAP:
a  User Name Enter the user name to present to the network
o Password Enter the password of the network
a  PEAP VersionSelect the PEAP version used at the access point.
o Labé - Select the label used by the access point.
o  EAPOL &fsion- Select version (1 or 2) depending on the version used at the access point
o]

CA Certificates Upload a CA certificate to present to the access point for authentication
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EASY WIFI CONNECTMONITH WPS FUNCTION

For basic users, WiFi configuration can be a complicated task. To avoid the complex configuration of a wireless
connection you can enable the WPS function.

WPS (WFi Protected Setup) refers to the ota@uch configuration of an encryptetbnnection between the

device and the wireless router. WPS makes it easy to add new devices to an existing network without
remembering network names or entering long passphrases. There are two modes of the WPS connection; PBC
mode and PIN mode.

NOTEIf you enablethe WPS function, you do not need to configure parameters such as Encryption Type nor
do you require the networks security passphrase.

WPS

[¥] Enable WPS

PIN Code 48167581 Generate |
@ PBC connection l Connect

Use router PIN code
SSID

Router PIN code

Figure 517 Wi-Fi Settings WPSPBQMode:

PBC refers to PudButton-Configuration, in which the user simply hasptesh a button, either an actual or
virtual one (such as th Comect |5 dzi 2y Ay GKS OFYSNI Q4 ONBSASNI AyiSNF
Access Point (and a registrar of the network) and the new wireless client device.

Steps:

1. Check the checkbox ' ¥ Enable WPS 4 o nableWPs.

2. Choose the connection mode as PBC.

iei PBC connection Connect
NOTESupport of this mode is mandatory for both the Access Points and the connecting devices.

3. Check the WFi router to see if there is a WPS button. If yes, push the button. If you can see the
indicator nea the button begin to flash, the WPS function of the router is enabled. For detailed
2LISNI GA2Yy > LX SI&aS 4SS @2dzNJ NRdzi SND& dzaSNJ 3dzA RS o
4. t dzZAK GKS OFYSNIQa 2t{ odzid2y G2 SylotS GKS TFdzyOid A
click the virtual buttony’ G KS O YSN} Q& 6S06 AYyUiSNFIFOS (2 SyloftS
5. ClickConnectbutton.

When the PBC mode is both enabled in the router and the camera, the camera and the wireless network is
connected automatically.
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PIN MODE

The PIN mode requires a Personal Id&dtion Number (PIN) to be read from either a sticker or the display
on the new wireless device. This PIN must then be entered to connect to the network (usually the Network

Access Point).

Steps:
1. Choose a wireless connection on the isteveal the S8I.

Figure 518 Wi-Fi Settingg; WPS PIN Mode

2. ChoosdJse route PIN coddf the PIN code is generated from the router side, you should enter the
PIN code you get from the router side in tReuter PIN coddield.

3. ClickConnect
Or

You can generate the PIN codetbe camera side. And the expired time for the PIN code is 120
seconds.

4. ClickGenerate

5. Enter the code to the router, in the example, enter 48167581 to the router.

3IxXLOGIC 12000 Pecos St., Suite®@Westminster, CO 884 www.3xlogic.confi (877) 3XLOGIC

30






















































































































































































































































