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This manual applies to the following products.

Product Name Version

infinias ESSENTIALS 6.6
infinias PROFESSIONAL 6.6
infinias CORPORATE 6.6

Thank you for purchasing our product. If there are any questions or requests, please do not hesitate to
contact the dealer.

This manual may contain technical inaccuracies or printing errors. The content is subject to change without
notice. The manual will be amended if there are any hardware updates or changes

Disclaimer Statement

“Underwriters Laboratories Inc (“UL”) has not tested the performance or reliability of the security or
signaling aspects of this product. UL has only tested for fire, shock, or casualty hazards as outlined in UL’s
Standard(s) for Safety, UL60950-1. UL Certification does not cover the performance or reliability of the
security or signaling aspects of this product. UL MAKES NO REPRESENTATIONS, WARRANTIES, OR
CERTIFICATIONS WHATSOEVER REGARDING THE PERFORMANCE OR RELIABILIYT OF ANY SECURITY OR
SIGNALING RELATED FUNCTIONS OF THIS PRODUCT.”
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1. Introduction

This guide will walk through the creation and configuration of Hosted Door Controllers on locally installed OS
environments and the Infinias Cloud and both using the Discovery Tool and the controller’s User Interface
(u1).

A hosted door controller differs from the standard non-hosted door controllers in the following ways.

SSL elDC32 Hosted non-SSL elDC33
SSL Encryption Yes No
Network Packet Type TCP Only TCP and UDP
Controller Initiated Communication Yes No
Requires Software Initiated Communication No Yes
Customizable Ports for WAN communication No Yes
Single Port Requirement for WAN communication Yes No

Hosted door controllers require special configuration on the controller side using the controller’s Ul or via
the Discovery Tool.

@

Starting Address Ending Address TCP Pot
0111 ~] [ori2s
FTP Usemame: FTP Password.
[ednn N
Seral Nurber 1P Adress MAC Address Fimiare

|-E1.\'TER YOUR ID INFORMATION TO LOGIN

Logm

Web Revl.134

Add Manual Import List Discover
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2. Configuring the elDC32

2.1 Downloading the Discovery Tool

The Discovery Tool can be downloaded from http://www.3xlogic.com/software-center . Its
purpose is to detect and configure eIDC32 door controllers for use in local or cloud configurations.

1. Once downloaded, extract the tool from the zip file by right clicking it and selecting Extract All.

Open X

Open in new window : Bxtract Compressed (Zipped) Folders

Extract All...
Pin to Start Select a Destination and Extract Files
|2 Share Files will be extracted to this folder:

[C:\Users\Berk\Downloads\DiscoveryTool 5.1.2985.0

Browse...

Open with

Give access to -
Show extracted files when complete

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties Cancel

2. Leave the destination location default and it will extract it in the location you have the zip file.

1" = | DiscoveryTool_5.1.2985.0

“ Home Share View

> n _i oh cut = x -"ﬁ 7 New item + ﬂ_ m Open v [ Selectall
w E= - [mm = |
‘J W Copy patl L 1 | Easy access ~ L Edit Select none
Pinto Quick Copy Paste - Move Copy Delete Rename New Properties s .
access |#] Paste shortcut to~ to~ - folder - 4 History DDInvert selection
Clipboard Organize New Open Select

™ » ThisPC » Downloads » DiscoveryTool 5.1.2985.0

&
&= Pictures A~ [ Mame Date modified Type Size
Master.Claes Ian _MACOSX 9210PM  Filefolder

210 PM File folder

My Books and S DiscoveryTool5.1.2985.0
The Calling
The Calling

e Creative Cloud Fil

/Q NOTE: The Discovery Tool is pre-loaded in 3xLogic based Intelli-M Access servers.
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2.2 Configuration Using the Discovery Tool

1. Navigate to the Discovery Tool folder and look for the application file as shown below and
double click it.

e = Application Tools  DiscoveryTool5.1.2985.0

Home  Share  View Manage
B 1 cut [ ;ﬁ I New item - o [Elopen~ B
= L e B X = =

%= Copy path %] Easy access ~ Edi

ick Copy Pas Move Copy Delete Rename  New Properties
L shortaut o= o~ - folder - @History
Clipboard Organize MNew Open
« “ 4 || » ThisPC » Downloads » DiscoveryTool 5129850 » DiscoveryTool5.1.2985.0
B Pictures  # A [ Name - Date modified Type Size

Master Class Jan [ DS_Store DS_STORE File 7KB
My Books and & []€» DiscoveryTool.exe Application 183 KB
The Calling |1 DiscoveryTeol.exe.config CONFIG File IKE
The Calling 4] 1CSharpCede SharpZipLib.dll Application edens... 182 KB
7] Infinias.CustomerRegistration.Comm... Application edens... 163 KB
i Cretion Elond i B s CurstomerRegitration Contrac. Application edens.. 8Ke
@ OneDrive 5] infiniasdevice.sdkdll Application extens... 95 KB
2] Infinias EAC.Utilities.dll Applicstion extens... KB
=5 This pC 5] Infinias.ServiceModel.dil Application extens... 13 KB
B 3D Objects 2] loganet.dil Application extens... 264 KB
Applicstion extens... 193 kB

[ Desktop 4] NewtensoftJson.dll

2. Once the application is open, enter the IP address range that you want to scan.

a. Itisimportant that the discovery tool scans the same IP range that the system it is
running on is assigned to. The chances of successfully discovering the door controllers
on a different subnet are very limited.

b. Leave the default TCP port and FTP username and password as default.

€ Discovery and Firmware Upgrade Teol- Version 5.1.2985.0 - X @ Discovery and Firmware Upgrade Tool- Version 6.6.9485.0 -
Starting Address. Ending Address TCP Port Starting Address Ending Address TCP Port
[0.0.01 2] 000z 10111 10.11.1.254 18777
P e FTP Password: FTP Usemame: FTP Password:
[eamn | = adnin [
Serial Number 1P Address WIAC Address Fmware Senal Number  IP Address MAC Address Firnware
54268 10118 0D:14E400D3FC 36148
99867 10.11.1.24 0D14E4D18618 34128
99854 10.11.1.25 0D4E4DIB60E 34125
105487 10.11.1.26 0014E4D19COF 34101
67332 10.11.1.47 0D14E40107.04 34128
56752 10.11.1.58 0D-14E400DD-B0  3.1.151
99853 10.11.1.59 0D4E4DIB60D 36148
80693 1011161 0014E4013835 3553
68706 1011162 0D14E4D10C62 36148
60948 10.11.1.70 0D14E400EET4 34125
136797 10111123 OM-14E4D2165D 3420
< > < >

Add Manual Import List Add Manual Import List Cancel

[N Discovering...

NOTE: If you cannot discover the door controllers, yet you can navigate to them via a web

g
/ browser, please jump to the Configuration Using the Controller’s Ul section of this document.
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3. Ifthe IP address settings need to be altered, that can be done by right clicking the door
controller requiring change and selecting Modify.

el DC NetwarkSetup

Cumrent
IPAddress  [10.11.0.171 |
Sensl Number | 80767 |

MAC Address  [00-14-E4-01-38-7F

Hew
New IP Addess 101107171 |
Submnet Mask

Gateway .. |

O Resat (O Reboat

Device Count

oK

4. The next step is to verify the latest firmware is updated on the controller(s). You can check to
see what our latest firmware is by navigating to http://www.3xlogic.com/software-center .

a. You do NOT have to extract the firmware zip file. Just click on the Upgrade Firmware
option on the menu and point that to the file you downloaded.

b. If you have issues, try defaulting the configuration on the controller or doing a factory
reset.

5. Otherwise, right click and select Modify Host Configuration.

Serial Number  IP Address MAC Address Fimware
54268 10.11.1.8 00:14:E4:00:D3:FC 36.148
130827 .

30684 10.11.1.12 Modify...

95867 10.11.1.24 Upgrade Firmware...

99354 10.11.1.25] Export List...

105487 10.11.1.26 i

33529 1011148 Euzzen Nt

67332 10.11.1.47 Modify Hosted Configuration...
56752 10.11.1.58 e e

59853 10.11.1.59 T, oo Ty
80653 10.11.1.861 00:14:E4:01:3B:35 3553

o NOTE: New door controllers are programmed out of the box to sync with the Infinias Cloud. Please
see the Infinias Cloud Quick Start Guide (QSG) for further details on the initial steps of the cloud

configuration.

infinias_cloud_gsg.
pdf
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Click Get Default Configuration if you are programming an elDC32 for use on the Infinias Cloud.
The fields will automatically populate with the relevant information.

If using a locally installed (hosted) setup, change the Primary and Secondary address fields to
match the IP address of the system where the software is installed.
The other fields will remain default.

&DC Outbound Configuration Setup

Ste infammation From Provisioning Server

Get Defaul Configuration

<I0C Corfiguration
Ctir. Usemame [adkin | Password
Prmary Address  [10.11.0.208 ] Pot [t8800 551
Secondary Address [10.11.0.206 Pot  [18200 [ sst
Retry irterval  [1 Max Random Resy lnterval 500
Customer |D

Sendto ¢/DC

Click Send to elDC when finished.

a. The outbound configuration section of the eIDC32 will be reprogrammed to match the
settings listed here.

o Dt Corlgpuation

o Pasmond -
Pt [12300 Hss

][] @

| Max Rarstom Retry el (620

Cancel

NOTE: The Customer ID is not required on local system installation using hosted controllers. It is
only required in special circumstances in Infinias Cloud.

3xXLOGIC
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2.3 Configuration Using the User Interface

Configuring the elDC32 door controller is similar to the way the discovery tool is programmed. This
method is utilized as an alternative to the discovery tool when the discovery tool is having difficulty in
locating the controllers on the network.

In that case you will need to determine the IP address of the controllers via other means such as a
network device scanning utility, the Ul of the switch the devices are plugged into, or by rebooting the
controllers and reading off the IP address that pulses on the LEDs located on the face of the elDC32.

1. Once you’'ve determined the IP address of the elIDC32, open a current web browser and input

the IP address in the address bar and press enter on the keyboard. You should see the login
page below.

n

mple

%

rEl\‘TER YOUR ID INFORMATION TO LOGIN

Logm

Web Revl. 134

2. Login with the default user: admin and password: admin.

3. The event monitor system will load.

a. Click System in the upper left to navigate to the system management screen.

Event Monitoring

| card Holders | | Search Help | | Control Panel | | Alarms |

2527145
B3 3850

37-Output un-overridden

37-Output un-overridden

80-Alarm: In Alarm

70-Access Restricted

r apen too long

83-Alarm; Restored
152-HAL Connected
70-Access Restricted
37-Output un-overridden
5/14/201 36-Output overridden
5/14/201% 12:23 Accsve 64-hccess Granted
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4. Click on Controllers in the upper right.

System Management

! Global Configuration Schedules Controllers |
| Comains Holidays Inputs |
| Locations Calendars Qutputs |
| g

v
| Access Imaging & Badging Database Management |
I Alarm Guard Tours Operators |
| Arming Time & Attendance Workstation Configuratio |
| Equipment CCTV & Video Sources Mapping |
| Elevator Contro Download |
i. Card Holders | | Events

5. Highlight the controller and click Modify in the lower left.

Report Done
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6. For Infinias Cloud controllers, configure the outbound configuration with the information
highlighted in the screenshot below.

a. If using salesdemo.infinias.com, your sales demo kit should have come pre-configured.
If it is not configured, please contact support.

b. Ifitis connecting to a locally installed Intelli-M Access software package, please fill out
all the fields as below. However, change the Primary and Secondary Host address
fields to the IP address of the system where the software is installed.

Controller Detail

Device ID Device Type Senal Number l
|201 eIDC ¥ |Bo767

Description

eIDC 300
IP Address TCP Port Usz DHCP
[10.11.0.121 | [18777 | v
lSubnek Mazk MAC Address i Enabls Web Reader (CR-IN)
|255.255.254.0 00 14 E4 01 3B 7F O “Reader + Keyoad ¥
Gateway 1IDC Address Readar (CR-OUT)
[10.12.0.1 | 11 Reader + Keypad ¥
UDP Server Port UDP Client Port ———
18777 1113
I Outbound Configuration
Primary Outbound Address Primary Outbound Part  Primary Use SS5L
:registrat'on.inﬁl"has.mm | :EBSGL'I L4 I
lSemndary Qutbound Address .Eemndary Cutbound Port Secondary Use SSL 5 Inputs
|52.1.49.187 |18800 U
Site Key . Hosted Mode SOlpIs
T @

Report | Reboot || Reset | | oK | Cancel

7. Once configured, click OK in the lower right-hand corner.

3xXLOGIC
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8. The controller may prompt for credentials after this is complete. User the same credentials as
the login.

a. User Name: admin Password: admin

Sign in
https/10.11.00M
Your connection to this site is not private

Username

Passwaord

m ::a-]EE|

The controller is now configured. You are now ready to program the door in the intelli-M Access
software. Please see the Creating a Hosted Door in Intelli-M Access and Infinias Cloud.
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3. Creating Doors

3.1 Creating a Hosted Door in Intelli-M Access and Infinias
Cloud

1. Login to Intelli-M Access.

® NOTE: Please see the Intelli-M Access Installation Guide for details on logging in to the
/ software.

= Login - Intelli-M Access x +

&« C == localhost/IntelliM

3xLOGIC

2. Navigate to the configuration section and Doors Tab will be the default page that loads.

3. Click Create Door.

3 LOG l C Oors Scheduiles Rides Pefipherals

Doar Behavier

Reader 1 (IN} Zone Reader 2 [OUT)
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4. The door creation page will load and be defaulted to the elIDC32 (Hosted) under the device

drop down menu.

Create Door

Name

Door Behavior

Latitude

A eIDC32 (Hosted)

Serial Number
Door Type

Reader 2 (OUT reader)

15 not used or provides access in oppos

Device
elDC32 (Hosted)

Secured (Inside) Zone

Longitude

fte directior

Time Zone
(GMT-05:00) Eastern
Unsecured (Outside) Zone

Display Map

Refresh

Diagram

Cancel

5. The first thing to check is to see if your hosted doors are synced to the system. Click the serial
number drop down menu and see if the door controller’s serial numbers are populating.

£\ 2IDC32 (Hosted)
Serial Number
Refresh

| 130927 (IP Address: 10.11.1.11)
| e | Diagram

Reader 2 (QUT reader)

Is not used I"':"“l’"" 1CCess In opposite dire Lo W
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6. Select the serial number of the controller you want to configure and then proceed back to the
top and fill out the required fields.

a. Name the door
b. Select the Door Behavior

i. The door behavior is the lock/unlock schedule you want the door to follow.
Always locked is the default.

c. Time Zone
d. Secured (Inside) Zone

i. Thisis the area or location that is requiring the credential to be presented to
gain entry to.

e. Unsecured (Outside) Zone

i. Thisis the area or location that the person with the credential is coming
from. Unless an out-reader is being used in conjunction with an in-reader,
this field is just informational.

f.  GPS coordinates are only required if you plan on putting restrictions on how far away
a person can use their Mobile Credential phone app.

Name Device Time Zone
Main Entry elDC32 (Hoste ~ M 00) Eastemn
Door Behavior Secured (Inside) Zone Unsecured (Qutside) Zone
wcked W Inside

Latitude Longitude
Display Map
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7. Select the Door Type that will be used for this door.
a. The diagram button will show the configuration for the default door type.
i. If the door type is custom, no diagram will be available.

b. Additional door types can be enabled under the settings tab, door types, edit door
types. Please see section 0 for further information.

A elDC32 (Hosted)

Serlal Number
130027 v Refresh
Door Type

Diagram

| OC1 Fail-Secure With Door Contact

| OC2 Fall-Safe With Door Contact e direction ¥
Relay Gate With Door Contact
Relay Maglock With Daor Contact

lnflnim OC2 Fail Safe with Door Contact

Door Strie

12vDC
“Fail Safe’

+ -

NIC

Exit Device

INPUT 3

Wiring the Bxit
INPUT 2 Device 1o this input
Ext Device | Wiring the Exit O o will stop force door
Device to this \ Alarms
Input will = — BUT will NOT
o UNLOCK (o] 10 UNLOCK the
the LOCK 3 + =N LOCK
' And stop Force: 8 or L2 8 .
Door ey |
Alarms Qs €50
Qls. T.5|9
Q| = U w O
23 B O]
O @ s |0
O L o O
o O . O
Q| m o | O
° o
O P 210
Ifyou would like the reader to
buzz on a Forced Open or Door
Held Open Alarms, then wire the
reader buzz to BUZ on the EIDC.
out
READER

8. Click Create when finished.
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Within a few minutes the door should come online and show an online status, lock status, door
open/closed status.

Logical View  Condensed  Device View Sort v ol

Name Door Behavior Reader 1 (IN) Zone Reader 2 (OUT) Zone Customer Status
Main Entry & Always Locked Inside Outside Root =e

® NOTE: The Logical View, Condensed, and Device View links will provide different information
/ and layouts to the doors tab.

Right clicking the door will allow a sub menu to appear that allows the same functions to be selected
that appear under the Actions menu on the left-hand side of the screen.

Create Door

Edit Door

Delete Door
Update Modified
Update

Get Events
Navigate

Update Firmware

Retrieve Configuration

IXLOGIC 9882 E 121 Street, Fishers IN 46037 | www.3xlogic.com | (877) 3XLOGIC
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3.2 Enabling Additional Door Types

In the door creation screen, only a few door types are visible by default. To enable additional door
types, follow these steps.

1. Navigate to the configuration section of the software and Setting Tab.

2. Click Door Types under the Views menu section.

3 LOGIC Schedules Groups Peripherals Video

VIEWS MName: OC1 Fail-Secure With Door Contact
CustomerName: Root

B Registration

B Reports Name: Relay Gate With Door Contact
CustomerName: Root

=

Customer

Door Types
Custom Fields

Wiegand Formats

B B @

Credential Options

ACTIONS

G EditDoor Types

3. Click on the Edit Door Types under the Actions menu section.
4. A new window will appear with additional door types that can be enabled or disabled.

a. Select a door type and click Save and the new door type(s) will be added to the door
types list on the door edit page from step 7 in the previous section.

Door Types

9  Engage Fail Secure 5 Second Unlock

10 0OC1 Fail-Secure No Door Contact

B 11 OC1 Fail-Secure With Door Contact  Root
12  OC2 Fail-Safe No Door Contact

a8 13 OC2 Fail-Safe With Door Contact Root

14 Relay Gate No Door Contact
15  Relay Gate With Door Contact Root
16 Relay Maglock No Door Contact

v} 17 Relay Maglock With Door Contact Root
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NOTE: There are two doors tabs in the software. This door tab exists under the
\g configuration menu and is the only menu where a door can be created. The other door tab
/ exists under the home screen. That doors tab is the only menu with the option for manually
overriding the door with a Unlock, Lock, Momentary Unlock, and Revert to Schedule.

Reports Doors Etevator Loomn  @ScopeWold  Crlogow  mComiouatn  @Chal @ About

Reader 1 (IN) Zone Reader 2 (OUT) Zone Customer Status.
Inside Outside World oe

A Update Modifed

Lock Doors.

Revert to Schedule

Momentary Unlock

Unlock Doors

Update Modified

Update

Get Events

You are now ready to add people and credentials.

@ NOTE: If you require custom zones, groups, or access privileges, please see the main user
guide for further details.

IXLOGIC 9882 E 121 Street, Fishers IN 46037 | www.3xlogic.com | (877) 3XLOGIC
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4. Troubleshooting Tips

If you have problems getting a hosted door to sync to the server or to cloud, there are some things to try to
help in determining what might be causing the lack of communication.

1. A command from the address bar of the web browser can be used to get an outbound status from
any elDC32.

a. Typeinthe IP address of the eIDC32 followed by /eidc/getoutboundstatus
i. Example: 10.11.0.111/eidc/getoutboundstatus
b. The result would look similar to the following:

i. {"result":true, "cmd":"GETOUTBOUNDSTATUS", "body":{disabled O,
_bUsingPrimary 1, _obTimer 160648822, currentTick 294707083, _obState 10,

_obSocket 0, hostlp 10.11.0.206:18800, dnsServer 10.11.0.10, retrylnterval 900,
HAL connection 0}}

c. Three primary things to look for
i. Obstate = 10, if it is any other number the device is timing out.
ii. Host IP should be populated with an address.

iii. DNS Server address should have something listed if the eIDC32 is communicating
outside the LAN.

2. Iftroubleshooting a Cloud synced controller, you should not be able to log into the elIDC32 using
the default user admin and password admin

a. The first step a cloud sync accomplishes is changing the password for the admin user to a

customer specific password that is found on Portal.3xLogic.com under the settings in the
lower left.

3. The controller’s event’s page will show its attempts to connect to the host. If it succeeds it should
look similar to the screenshot below.

Event Monitoring

|- Card Holders | --.Sys_tcn_-n | | Search Help | | Control Panel ]| Alarms |
[ When ] whee | Wk ]|  who ]
5/21/201% 07:59 System 147-Hest Connected 10.11.0.206

5/21/2019 07:59 Systam 150-Hoest Connection Starting SS5L 10,11.0.206

5/21/2015 07:58 System 144-Host Connection Start primary

5/21/201% 07:59 System 148-Host Disconnected (1Y

5/21/2019 07:59 System 144-Host Connection Start primary

5/21/201% 07:59 System 148-Host Disconnected 05

5/21/2019 07:59 System 144-Hest Connection Start primary

5/21/201% 07:59 System 148-Host Disconnected 05

5/21/201% 07:59 System 144-Hast Connection Start primary

IXLOGIC 9882 E 121 Street, Fishers IN 46037 | www.3xlogic.com | (877) 3XLOGIC
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If the site running a hosted controller is tightly controlled by network administration, it could be
that the controller is being prevented from communicating out of the LAN or over different
subnets. Please contact the local network admin and verify nothing is being blocked by firewall,
domain, or antivirus.

Please contact Support if you continue having issues.

3xXLOGIC

9882 E 121 Street, Fishers IN 46037 | www.3xlogic.com | (877) 3XLOGIC
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BEFORE YOU BEGIN

Let’s get you oriented within the various sections required to manage your customers and door controllers.

3xLOGIC Customers

WELCOME, DONNY
Search

p 3 Customers

CUSTOMER

= Billing
3xLogic Westminster
< Launchpad

< Launchpad

infinias CLOUD

infinias CLOUD is comprised
of two sections- Home and
Configuration.

HOME

By default, when you log into the application you will
see the Home section. Some of the things avaialble to
you in the Home section are:

®m See the last 100 live events

® Create, modify, and delete People and Groups
(based off of your Role)

= Run Reports

®  Monitor and override the normal door status of
your doors

Customer Registration Portal

It all starts with the Customer Registration Portal. This
is where you:

® Setup billing information
= Create and manage new customers
®  Assign EIDC*2Door Controllers

® View and track invoices to your customers

When you click the Launchpad button
you are re-directed to infinias CLOUD.

Toggle back and forth

3xLogic Internal | Logout | Configuration | Help
between Home and
infi Configuration using the
link in the upper-right

corner.

CONFIGURATION

Configuration is for People in the Supervisor or Administrator
Role. This is where you will spend most of your time as a
Dealer, configuring access control. In the Configuration
section you can create and manage:

® Doors
® Schedules
= Groups

® Zones and rules

SXLOGIC
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1.0 Welcome Email

Upon becoming an infinias CLOUD distributor/integrator, you’ll receive an email with a link to our
new Customer Registration Portal. The portal allows you to create and manage customers and
billing, as well as assign door controllers to those customers.

Welcome to 3xLOGIC

No Reply
Friday, May 6, 2016 at 11:59 AM
To: @ Nicholas Joseph

Hello, Nick

‘Welcome to 3xLOGIC. A user has been created for yvou.

To set your password just use the following URL htips://threexlogic-web.herokuapp com/ff fsword_resets/DEHDSZxEvsLOTY mlyjs.

Have a great day!

1.1 User Agreement, Credit Card, and Dealer Account

After clicking the link included in your email, you will be prompted to accept the User Agreement,

You are at . . . .
the Customer enter your credit card, and create a unique password to enter the Customer Registration
Registration Portal. This portal can be accessed at any time in the future using the following URL: https://
Portal portal.3xlogic.com.

Welcome to 3xLOGIC!

Please review and agree to our Terms and Conditions in order to set up your
account.

Terms of Use 3XxLOGIC Services
Agreement

IMPORTANT: READ THE TERMS AND CONDITIONS OF THESE TERMS OF USE (THIS
"AGREEMENT") CAREFULLY BEFORE USING THE SERVICE (DEFINED BELOW). 3XLOGIC,
INC., ("3xLOGIC"} IS WILLING TO PROVIDE YOU, AS THE AUTHORIZED USER OF THE
SERVICE ("YOU" OR "YOUR"), ACCESS TO AND USE OF THE SERVICE ON THE CONDITION

THAT ¥ | ACCEDT A1l OF THE TERMS OF THIS AGRFEMENT THIS AGREEMENT IS A

| agree to the Terms and Conditions of service

SXLOGIC Fage
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Payment Information

Q@ Please provide your payment information in order to setup your account.
- HELPFUL HINT

V.

N,

XXX )

We accept all major credit cards. [
Mastercard, Visa, Discover, and

° Set Your Password

; HELPFUL HINT Please type in your password and verify it below.

A

XX

The password used for your
account must be at least 8
characters long.

o ] s

2.0 Login to the Customer Registration Portal

You are at

the Customer After you’ve set your password, you can login to the Customer Registration Portal at any time
Registration using the following URL: https://portal.3xlogic.com.

Portal

Your username will be your email address.

pr— .
LH—
L ;/ HELPFUL HINT Login to your account
T Login with your email address and password
If you forget your password, just nicholas joseph@3xlogic.com

click the “Forgot Password” link
in the bottom right of the login
window.

| Remember My Login Forgot Password

SXLOGIC Fages
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2.1 Create a Customer

2dud,
eede
lll

HELPFUL HINT

X

If you need to remove a
customer, please  contact
our support department at
866.496.5783, or send an email
to us at support@infinias.com.

Click the New Customer button in the upper right corner.

3xLOGIC Customers

WELCOME, DONNY —_—
Search a

2L Customers

CUSTOMER
= Biling

3xLogic W

4 Launchpad

CONTACT

James

Myas

ADDRESS

10225 Westmoor Drive Suite 300, Westminster, CO, US, 80021

Provide the Company Name, First Name, Last Name and Email Address of your customer, then

click the Next button.

Create a new customer

Fishing in Fishers

James

Clark

james.clark@fishinginfishers.com|

Provide mailing address details of your customer within the Customer Registration Portal.

Cancel Next

Create a new customer

891 Prospect Avenue

Fishers

United States

Indiana

555-555-5555

v 46037

Cove L e

SXLOGIC
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Confirm the customer information and select Next. Once you confirm the customer’s information,

_—/ HELPFUL HINT an email will be sent to the main contact prompting them to create a password.

Once a customer’s account has
been created, they will receive
an email inviting the customer to

create their password. Once you confirm the customer's information, an email will be sent to the
main contact prompting them to create a password

Confirm Information

Welcome to 3xLOGIC ~ imbex x & 8
3xLOGIC <noreply@3xlogic.com> May 12 (12 days ago) - - - - . .
e Company Name: Fishing in Fishers
Welcome to 3xLOGIC. A user has been created for you. Contact: James Clark
Email: james.clark@fishinginfishers.com

Address: 891 Prospect Avenue Fishers, IN, US, 46037
If your customer’s invitation is Phone Number: 555-555-5555

misplaced or doesn’t arrive as
expected due to spam or server Back m
rules, please contact support.

SXLOGIC k
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3_—/ HELPFUL HINT 2.1.2 Adding a Door Controller to a Customer Account

Click the [# button to edit a customer account.
Doors can be added and
provisioned to  customers
through the QR Code setup
in Site Access Mobile App Serch  a
(Available from Google Play
Store and Apple Store)

Customers

CUSTOMER CONTACT ADDRESS

Fishing in Fishers James Clark 891 Prospect Avenue, Fishers, IN, US, 46037

Navigate to the Devices Tab and then select the New Device button.

3xLOGIC Customer

WELCOME, DONNY

Customernf fation | Devices

e Customers SERIAL NUMBER DATE CODE
4 Lanchpad
- ) — .
Ly _/ HELPFUL HINT
%
Enter in the Serial Number and Date Code of the eIDC3? Door Controller and click the Create button.

You can add/provision the door This is provided on the sticker located on the back of the eIDC*2.

controllers to the customer
account  before  physically
installing/wiring the eIDC* door

controllers. New Device X

The Serial  Number and
Date Code (REQUIRED for ® 56709
provisioning) can only be
found on a sticker on the
back of the controller. EIDC* o 1112
door controllers MUST have a

minimum firmware version of
3.1.61. Create

3.0 Power on the eIDC3*?> Door Controller

Powerthe elDC*? Door Controller. Allow 10-15 minutes for the provisioned controller to communicate
to the infinias CLOUD Server.

© oci1112

MAC: 00-14-£4-00-DD-85

g
H

b9 SN: 56709

SXLOGIC Feges
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You are in
infinias CLOUD

Here, you and your customer
can create users, provision
cards, and manage your door
controllers.

infinias CLOUD is comprised
of two sections - Home and
Configuration. When you log
into the software everyone
lands in the Home Section.

Configuration is for People in
the Supervisor Role.

Instead  of  clicking  the
Launchpad button within the
customer portal, this site can be
accessed at any time by using
the following URL:

https://ia.3xlogic.com

4.0 Launching infinias CLOUD

Dealers can navigate directly to infinias CLOUD from within the Customer Registration Portal, by
simply clicking the Launchpad Menu Option.

3xLOGIC Customer
R Customer Information
I Customers DEVICE TYPE
— Billing elDC

ﬂ Launchpad

5.0 Configure the elDC?*?

After Launching infinias CLOUD application, click the Configuration link in the upper right corner of
the software to Create a Door and assign it to an elDC32,

2 kasderic williams@3xlogic. com @ Scope: Root G+ Logou. = Conﬁgur:'ion ™ Chat & About

2

From the Doors Page, select the Create Door Action from the menu on the left side.

ACTIONS

. Create Noor

#  Update Modified

SXLOGIC Fages
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REMEMBER

If the Serial Number of your
door controller doesn’t show
up, the provisioning may not be
complete. Make sure the door
controller has power and has
access to the internet. It can
take up to 15 minutes for the
door controller to register with
the server once it is powered
on. If the door controller still
doesn’t show up, check the
firmware version. Remember,
the firmware of the door
controller must be at least
version 3.1.61.

=@ HELPFUL HINT

V-

XX X

If the doors for a customer
are unable to communicate to
infinias CLOUD, validate that
port 18800 outbound traffic
is open on the customer’s
network.

HELPFUL HINT

Door Behavior: This is a
combination of two settings:
card mode and the lock
schedule for the door.

Most importantly, this is your
lock schedule for the door.

When adding your first hosted
door to a customer’s site,
infinias CLOUD automatically
creates an Always Locked
Behavior with your site name.

Most people use card only
for the card mode, instead of
Card+Pin. The difference is
single authentication vs. dual
authentication. In order to use
card+Pin, you have to purchase
a special keypad that allows for
both.

Drop down the Serial Number: Text Box and select the appropriate Door Controller.

Create Door

Name Device Time Zone

\ | elDC32 (Hosted) v (GMT-05-00) Eastern v
Door Behavior Secured (Inside) Zone Unsecured (Outside) Zone

\ v v v

A\ eIDC32 (Hosted)

Serial Number

v Refresh Add
204074 (IP Address: 10.11.15.235) *
| 204075 (P Address 10.11.15.236) v Diagram
204076 (IP Address: 10.11.15.237)
| 204077 (IP Address: 10.11.15.238) b ction o
204078 (IP Address: 10.11.15239) |
204079 (IP Address” 10 11 15 24M

Configure the door properties and then click the Create button.

Create Door

Name Device Time Zone

FIF Main Entrance elDC32 (Hosted) v (GMT-05:00) Eastern v
Door Behavior Secured (Inside) Zone Unsecured (Outside) Zone

Always Locked W -—Inside v -——Qutside v

elDC32 {Hosted)

Serial Number

204082 v Refresh Add
Door Type:
1 or 2 Reader IN1 Normally Closed v Diagram

Reader 2 (OUT reader):

is not used or provides access in opposite direction hd

®  Name: Logical Name of the Door.

®  Time Zone: Time Zone of the Door Controller.

= Door Behavior: Lock Schedule for the Door. Select the default that corresponds with
your customer.

®m  Secured Zone: Select the default Inside Zone.

®  Unsecured Zone: Select the default Outside Zone.

= Door Type: Select the door type that meets your needs. Selecting the Diagram button
will show you the wiring diagram for the door type selected.

3xLOGIC
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:—_/ HELPFUL HINT . .
Y% 5.1 elDC3*? Wiring Diagram

Some common miswiring of the 12 Volts DC ocC1

elDC* or misconfigured firewall/ 450ma Fail Secure
router can cause some unnecessary
headaches. Check to make sure 9“,0
you haven’t accidently made these Strike

common mistakes: + -

SYMPTOM: Doors  cannot
communicate with infinias CLOUD. INPUT 3
Wiring to Input 3 with a

REX or Exit Device wil
PROBLEM: Ensure that TCP Port stop force door ALARMS

18800 is open for outbound traffic N/C but will not UNLOCK the LOCK

on your firewall or router.
Door Contact

SYMPTOM: Cards  aren’t INPUT 2
. Wiring the Exit
recognized by the reader. Device 1o this

EXIT input will UNLOCK
. . the LOCK and stop
PROBLEM: The data wires on DEVICE | Force door alarms Black
the reader may have been wired So
backward causing the reader to \)

mis-read the card code.

Exit
Device

NO C
Green

Yellow Black Yellow

Green

Green

+ -NOC Green

SYMPTOM: Doors are unlocked, White
but when you use your card, the Black

doors lock. Red

White

Black

[0

Red

Orange

PROBLEM: The relay has been
wired backward for fail safe or fail
secure.

Orange

SYMPTOM: Everytime you open
the door, you get a request unlock
event in the software instead of a
door status event.

D0 D1 = + LED BUZ

D0 D1 = +LEDBUZ

If you would like the
Reader to buzz on Forced
Open or Door Held Open

Alarms, then wire the
reader buzz to BUZ on the elDC

PROBLEM: The door contacts have
been wired to inputs 2 or 3, instead
of input 1. Ensure the door contact

is always wired to input 1. IN
READER

ouT
READER

SYMPTOM: All the zones and rules
setup in the access software will
be backwards and your events will
look like people leaving the building
when they are really coming into ®  Reader 2: This specifies whether or not you have a second reader wired to the eIDC* and what

the building. direction it provides access.

PROBLEM: You may have wired
the reader to the out reader side of Select ‘HOME’ found in the dropdown under your username.
the EIDC.

SYMPTOM: PIR bypass is used A kasderic.wiliams@3xlogic.com ~
for when you want to bypass the
door forced open event but don’t £ User Settings
want the door to unlock it. If you
wire it to input two the door it will
still unlock every time the PIR is
tripped.

@ Scope: Root

C» Logout

= Home

™ Chat
PROBLEM: The PIR may be wired £ System Seltings
to input 2 for PIR bypass, but @ About

should be wired to input 3. — e

3xLOGIC
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p— @

o—/ HELPFUL HINT
L j

<

Although infinias CLOUD is a
browser based application, you
can still double click an item to
open it for editing, or right-click
on items to expose additional
menu options.

6.0 Assign an Access Card and Modify a Cardholder’s Details

Before you modify a cardholder’s details and assign them an access card, you need to have the Site
Code and Card Code of a card available. To find the Site Code and Card Code of a card, simply swipe
the card at the reader and look for the corresponding event on the Events Page. To navigate to the

Events Page, click the 3xLOGIC icon [T We ci (=l -

3 LOGIC Events. People Reports Doors

Full Name
81-21711

Select the People tab. Click the User’s Record once. This will highlight the user red, indicating that
is the record you have selected.

Location From To Event

Donny's Door &« Outside Inside Access Denied (Invalid Credential)

Provide the Person with the proper Site Code, Card Code, and Group Membership and then click
the Save button.

Shane Southwood

Card Murnber:
Card Status:
Employee |d:

v °
Click the Edit button from the left menu.

ACTIONS

Create Person

+
G Edit Persor
Delete Pe*
2

View Person

Pnnt Badge

Get Events

3xLOGIC
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HELPFUL HINT

infinias CLOUD has common
pre built-in configuration
settings that users can utilize
to quickly get perimeter access
control doors online, and grant
cardholders access to the doors.

REMEMBER

We recommend that you get in
the habit of updating your doors
after creating access privileges.

Doors that need to be updated
will be marked in the status
column with a yellow triangle.

Right-Click on the door you
need to update, this will expose
an additional menu to select
Update from. By selecting
“Update Modified” you can
update all doors that require an
update at once.

Create Person

Title First Name Last Name
Shane Southwood
Ml Suffix Employee Id
Site Code Card Code Department
81 37327
Zone

Change Image Root %
Contact Badge Credentials Groups Role Custom Fields

Available Groups >

a
l Everyone

Group Memberships
l Epic Shipping Employees

I Eurcpe

I Ev-Electncal All Docrs 24/7

I Everyone

©

7.0 Update Door

Navigate to the Doors Page and right-click the customer’s door and select the Update option. This
will push all the information from the server back down to the elDC®2.

A kasderic williams@3xlogic.com @ Scope: Root C*+Logout = Configuration ¥® Chat [ ]

Events People  Reports  Doers

Logical View Condensed Device View Sea Sort
Conference
ADM - Cenference Room Always Locked
Room
Lock Doors Main
uE
ADM - Front Door Revert to Schedule ] Entrance &«

IMomentary Unlock
AND - Front Lobby i

Unlock Doors
AND - South Gym Lobby Update Modified i South Gym

Front Lobby
-

South Gym
-

AND - South Gym Public

Your customer should now have an account and card registered within Intelli-M Access Hosted,
using our simple, built-in settings.

For advanced configuration please refer to our User Guide.
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