3xLOGIC

Guide 200001
3xLOGIC - VISIX Gen Ill Camera — Adding Camera to VIGIL Server

Guide #: 200001-4

Revised: May 28th, 2020

Product Affected: VISIX Gen Ill Camera Models, VIGIL Server 11.00.0100 and older systems.

Purpose: This document is intended to instruct the user on interfacing a new VISIX GEN Ill cameras

with VIGIL Server. Instructions for camera firmware installation as well as enabling audio
functionality (audio recording and audio-talk) for audio-enabled models are also included
in this guide.
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1 Introduction

Newly released for 2020 are several VISIX Gen Ill camera models that are added to VIGIL Server using a new IP detection
utility. For instructions on adding these cameras to VIGIL Server and configuring audio for applicable models, proceed to
Section 2 of this guide.

3xLOGIC recommends always installing the latest available firmware for your camera. For instructions on installing a new
firmware on the camera, proceed to Section 3 of this guide.

2 Camera Setup on Server
2.1 Creating a Firewall Rule for VISIX IP Camera Utility-B ¥ VIGIL Firewsll Uiy v11.00.0100 ¢
Before adding a camera to VIGIL Server, a firewall rule must be created for new
The Firewall Utlity is used to generate Windows

camera detection utility. This can be easily performed using the VIGIL Firewall Firewall Rules to alow VIGIL Appications that require
Uti | |ty network access to function correctly.

Only installed VIGIL Applications with no pre-existing
rule will be displayed in the list.

1. Openthe Windows Start menu and navigate to
Programs>VIGIL>Utilities>Firewall Utility. |52 vismapsetup-s tity |

2. After the firewall utility launches, check the box for VSXIPSetup-B Utility.
3. Click Create Rule(s).

4. Afirewall rule for the utility will be created. i e 3 ose
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2.2 Adding the Camera to VIGIL Server
After creating the appropriate firewall rule, the camera can now be added to VIGIL Server. To begin:

1. Update the system to VIGIL Server v11.00.0100 or newer. If updating to v11 series is not possible, alternative
details are provided in the applicable steps below.

2. Download the latest version of the 3xLOGIC Camera Detection Utility-B (VISIXIPUtility-b.exe) here and install in on
the VIGIL Server system. Confirm a firewall rule for the utility has been created, as instructed in Section 2.1.

3. Launch VIGIL Server, open settings (the Camera Setup tab opens by default), select an available camera channel
from the available list and open the Network Camera Settings form.

" Camera Setup I @ Server Settngs] %) Media Drives l ® comports l 2 Users I g Re!ays/A]a{ms] .‘S!Da!a l @) Audio I 24 Email Overview ]

'"® Cameras tup L FN TN | D —
&--%0 01-NVD8-22R-214 W Network Camera Settings -
-9 02 - NBI2-22-R-208 - =
-0 03 -NVD7-45R-226 Type: SRS - Detect Cameras

B 04-R6-225 Address:

7@l

WP 05-R6-221

06 -cams
-NVD3-45R-219
3 05 - ONVIF-206

B 09 - Cams

= 10-Cam10

WP 11-Camil

W 12 - Cam12

WP 13- NNK5-22R-209
W 14-1201

-Cam1s
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P 17-Cam17

* 18 -Cami3 Password:

R 19 -Cam19 e =a
- Cam20 ¥ Network Camera

-Cam21

SBE < IE RPN

B E
o
S

CODEC Settings... | Advanced Settings... l
>
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&
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4. Forvll series systems, select 3xLOGIC VISIX-IP-B in the Type drop-down. For pre-v11 series systems, select RTSP
in the Type drop-down.
5. Set the RTSP Stream Type as TCP.

MR Network Camera Settings . %

Type

- LOGIC VISIX-IPB Detect Cameras
Address: I vk )

Data Port: IBO card Analytic

RTSP Port: [s54 IRTSP Stream Type: |TCP _v_JI
Camera Number: |1

AMain Chrmam 1101« lrten: Hirhannal 1 1

6. For VIGIL 11 series systems, click the Detect Cameras button to start the 3xLOGIC Camera Setup Utility-B. For Pre
11 systems, launch the utility from Start>Program Files> VIGIL > VISIXIPUtility-B.exe.
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https://3xlogicsupport.s3.us-east-1.amazonaws.com/Victoria%20Eng/VIGIL%20Software/Patches/VigilServerUpdate-VISIXIPSetup-B.vgl

8 3<LOGIC Camera Setup Utility (11.00.0105) X I

Device Info
| 1P Cameras: 10.17.1.100 4
VX 5M 28 MD-1AV/
Search Model Name
[ lndex | MAC ADDRESS | IPADDRESS | PRODUCT NAME | FIRMWARE VERSION
1C.82:59.18:5F.68 10,11.1.108 X-EM-360-14 A5.02.01_20200214 -

_ 1C.82.53.18:5F.22 /X5 28-MD- 1A% 46.02.01 20200214 * STATIC " DHCP
[P Setting
e 10.11.0.108
Subnet Mask 256.255.254.0
Gatonsy 101101
DNS 1011.010

7. When the utility deploys, select the desired network adapter (i.e IP Cameras in the above example) from the
available drop-down menu and click Search. A list of detected cameras will be displayed. The utility will list IP and
product info for each device. Select a camera from the list to edit camera settings.

8. The default IP mode for GEN IlII VISIX models is DHCP. If necessary, choose STATIC to edit the camera's IP,
gateway, and DNS. Click Save (located bottom right of utility) after making any IP settings changes.

9. Before proceeding further, the camera’s administrative password must be changed from its default to ensure
your camera’s data is secure. VIGIL Server cannot stream video from the camera if the password is not changed.
This is to ensure best security practices. Password setup can be performed from the utility or in the camera’s
browser Ul. Choose one of the following options:

WARNING:. *IMPORTANT* VIGIL Server cannot stream video from the camera if the admin
password is not changed. This is to ensure best security practices. Always change default device
credentials.

a. Tochange the password in the utility, select the camera, enter in the default login credentials of
admin/admin in the Authentication section, click the Change Password button and follow the on-screen
prompts. When finished, skip to Step 10 of this section.

Authentication

User 1D |El'jl'l'lif'I

FPazzword ||

Save Change Password ‘l

> Save toWIGIL ‘

b. Tochange the password from the browser, enter the IP address of the camera in a web browser URL
bar, hit Enter and follow steps i-iv of this section.
i. Login using the default username /password of admin / admin.
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LIVE VIEWER

The password of the admin account has not been changed from the default.
Please change the admin’s password to access the web management and connect to

the VMS/NVR system.

CHANGE PASSWORD

Focus

r3NEn ALARMINPUT D) MOTION

[]

Camera Time
01/01/2005 19:02:52

RELAY OUT

ii. Click the CHANGE PASSWORD button to deploy the Change Admin Password form. Enter in a
new password following the provided password complexity guidelines. Click the Change
Password button to save the new password.

Change admin’s password
Password

Retype Password
[ Type the Password ]

Weak : 8 characters or less, less than 2 combinations
Good : more than 8 characters, more than 3 combinations
Strong - more than 12 characiers, 4 combinations

* If it i= more than 'geod’, you can change your password.

Combinations: uppercase lefiers, lowercase letters, numbers. special symbols
Acceplable special characters are ~* 134 )_-|{}[];. %f

Change Password Change Later

iii. Log out of the camera and return to the 3xLOGIC Camera Setup Utility.

iv. With the camera selected in the 3xLOGIC Camera Setup Utility, enter the camera’s login
credentials (using the new password you setup in the previous steps) under the Authentication
section.

3xXLOGIC
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Sudio Tranzmit Port |+

Audio Feceive I':'

— Authentication
Uszer ID Iadmin
Pazzword ||
Save | Change Pazzword
= Save toVIGIL

10. The process for finalizing the addition of a camera to Server varies between v11 systems and pre-v11 systems.
See A below for instructions on v11 series and newer systems. See B below for instructions on saving the camera

to pre-vll series VIGIL Servers.

On VIGIL 11 series systems, select the camera from the utility list, click Save to apply anynew settings to
the camera then click Save to VIGIL. Camera information (highlighted in the below screenshot) will be
automatically added to the camera’s Network Settings form in VIGIL Server.

" tetwork camera settings S
Type: 3xLOGIC VISIX-IP-B | Detectcameras |
fAddress: 192.168.11.208 | __ websetings |
Data Port: so

RTSP Port: [5s4 RTsesweamType: [facNNNNENE ~ |
Camera Number: |1

Main Stream URL:  |rtsp://192.168. 11.208/channel 1 2|
Sub Stream URL:  |rtsp://192. 168, 11, 208/channel2

| Stream Type: |RTSP H264/H265 Main Stream |
Timeout: |s s
User: Jadmin

Password: Jeasreaes

AZTed Recompress v
Fast Decompression v
DIO o
Audio Recording 1]
Camera Control |
Audio Tak ]|
Sub Stream v
Enable Web Interface in Client |

petsatng: [ ok ]
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b. On pre-vll series systems, the information in the utility must be used to manually fill out the Network
Camera settings form in VIGIL Server. Use the IP address and other available info for the camera in the
detection utility to fill out the following fields in the Network Camera Settings form:

i. Type: RTSP. (this setting was configured earlier in this section, but be sure to confirm).
ii. Address: Enter the IP address of the camera as displayed in the detection utility.
iii. Main Stream URL: rtsp://IP.ADDRESS/channell
iv. Sub-Stream URL: rtsp://IP.ADDRESS/channel2 (this field may be greyed out if the Substream
box has not been toggled on).
v. Stream Type: H264/H265
vi. User: admin
vii. Password : Use the new password you configured earlier in this section.

. Metwork Camera Settings 5[

Iype: IRTSP jl [etect Cameras |
Address: |1EI. 10.10.10 Wich Settings |

Diata Pork: ISEI
RTSP Port; oS54 RTSP Stream Type: |TCP A
Camera Number: |1

Main Stream URL: rtsp:)f10.10.10.10

Sub Stream LIRL: rkspiff10.10,10.10

Skream Type: H2ed/H265 I

imeout: i g
User: |admin

Password: |********|

fzZTech Recompress 3

Fast Decompression
(B[]

Audio Recording
Camnera Conkral

Audia Tialk

I Sub Skreann

O[T 3 0 7 =

Enable Web Inkerface in Client

Default Settings | ok I Cancel

11. After the utility has auto filled the fields, or you have manually entered the information, click the OK button. Set
the Recording Speed fields to Set by Camera and click OK or Apply. The camera will now be saved to VIGIL Server.
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2.3 Configuring Audio
2.3.1 Audio Recording

1. To configure audio recording, enable Audio Recording in the desired camera’s Network Camera Settings form.

You will be prompted to name the audio channel. Click OK to save the new settings.

Main Stream URL:  [rtsp://192. 168, 11,209/channel1 __]

Sub Stream URL: | tsp://192. 188, 11,209 /channe

Stream Type: |RTSP +264/4265 Main Stream 4|

Timeout: IS i—’ s

User: ]admin

sy [Fremm=s

Ariech Recompress s

Fast Decompression 12

DIO L
IAudo Recordng [209 record] v

Camera Control al

Sub Stream |

Enable Web Interface in Client B

Defautt Sattings

|

2. Navigate to Settings > Camera Setup.

3. Select the camera and navigate to the Audio tab (located bottom right of Camera Setup form). Choose the
channel that was configured in the previous step from the available Priority Audio Recording Channel drop-down.

Recording Mode | Camera Control l Video Loss  Audio ]

Coupling Options
"nonty Audio Recording Channel:  [PhY)
Priority Audio Talk Device: lDisabled

oK I

Cancel

Apply

4. Click OK to apply the new settings. Camera audio should now be recorded.

2.3.2

Audio Talk

1. To configure audio talk (two-way audio), enable Audio Talk in the desired camera’s Network Camera Settings
form. An audio talk device profile will be automatically configured. You will be prompted to name the audio-talk

device.

3xXLOGIC
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. Network Camera Settings

x|

Type: | 3xLOGIC VISIX-IP-5 ~|  DetectCameras |
Address: |192.168.11.209 Web Settings

Data Port: J8o

RTSP Port: 554 RTSPStreamType: [P |
Camera Number: |1

Main Stream URL:  [rtsp://192. 168.11.209/channel 7
SubStreamURL:  [rtsp://192. 168.11.209/channel2

Stream Type: |RTSP H254/H265 Main Stream |
Timeout: 5 s
User: Jadmin

Password: I""""*‘*

£ZTech Recompress I~
Fast Decompression v
DIO -
ng r
Camera Control j

{Audio Tak [209] 2
Sub Stream =
Enable Web Interface in Client =

Default Settings oK Cancel

1. Click OK to save settings.

2. Navigate to Settings > Camera Setup.

3. Select the camera and navigate to the Audio tab (located bottom right of Camera Setup form). Choose the
channel that was configured in the previous step from the available Priority Audio Talk Device drop-down.

Recording Mode | Camera Control | VideolLoss  Audio

r—~Coupling Options

Priority Audio Recording Channel:

Priority Audio Talk Device:

4. Click OK to save the new audio-talk settings.

Audio-talk has now been configured. To access audio-talk, right-click an audio-talk enabled camera in the Live Viewer and
select Audio Talk from the available menu. The audio talk controls will deploy. Quick audio-talk controls can also be
accessed from the left-edge controls of the camera’s live viewer. Please refer to the appropriate VIGIL user guide for

instructions on operating audio talk controls.

oK I

Cancel

3xXLOGIC
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3 Installing Camera Firmware
To install updated firmware on a camera:

1. After acquiring the latest firmware file for your camera, open the 3xLOGIC Camera Setup Utility for new VISIX
Camera models. See Step 1-5 in Section 2 for instructions on launching the utility.

2. Select the appropriate network from the available drop-down.

B 3HLOGIC Camera Setup Litiliby (11.00.0100)

|IP Carmeras - 1017.1.100 |
POS Netwotk - 169.254 166.77

Coiporate : 10.11.0158
IF Cameraz - 10017,1.700
Loopback Pesudolrferdace 1: 127001

3. Click Search. A list of discovered of devices will populate the utility.

4. Take note of the IP for the desired camera.

5. Open Internet Explorer and input the IP into the URL bar. The login page for the camera should deploy.

6. Login to the camera. If this is the first time setting up the camera, the default username/password is
admin/admin. Follow the prompt to reset the camera password before proceeding.

7. Click Setup in the top-left corner. The camera settings pop-up will deploy.

3xXLOGIC

8. Click System, located in the left-hand menu.

9. Click Firmware Update.
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3xLOGIC

> VIDEO&AUDIO

> CAMERA

> NETWORK

> TRIGGER ACTION

> EVENTS

> RECORD

> VCA

> SECURITY

v SYSTEM

SYSTEM INFORMATION
SYSTEM DIAGNOSTICS
FIRMWARE UPDATE
DATE&TIME SETTING

FIRMWARE UPDATE

1. Do not power off during update. It may cause fatal system damage.

2. If Explorer was closed abnormally or a user closed it accidentally while
uploading firmware file, please try again after 30 seconds.

3. Please do not select other menus while updating firmware file_

Version Information

System A7.2.1_2020.01.08
Camera A0.05
Web upd

Firmware: File Select File

10. Click Select File and use the file explorer that opens to navigate to the firmware file on your system. Select the
file and click Open.

(& Choose File to Upload

1 > ThisPC » Desktop » cpro » firmware v O

Organize New folder

% This PC

¥ 3D Objects
I Desktop
Documents
¥ Downloads
J" Music

[&] Pictures
E Videos

Search firmware

E- o

Name Date modified

[@ A6.2.1_20200108_3XLOGIC.img 1/7/2020 11:09 PM

[¢] A7.2.1_20200108_3XLOGIC.img 1/7/2020 10:48 PM

v o€

File name: |A7.2.1_20200108_3XLOGIC.img

~| | Files (-5

Cance'

11. Click the Start F/W Update button. Firmware update progress will be visible.

2. IfExpl

FIRMWARE UPDATE

1. Do not power off during update. It may cause fatal system damage.

System

Camera

Web update

Firmware File

uploading firmware file, please try again after 30 seconds.
3. Please do not select other menus while updating firmware file.

Version Information

was closed ab lly or a user closed it accidentally while

A7.21_202001.08

A0.05

Upload is in progress....... 1%

X
-]
7]
Type

Disc |

Disc I

3xXLOGIC
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A pop-up will deploy when the firmware has finished updating

Message from webpage x

| Firmware update completed!

OK

4 Troubleshooting Tips
4.1 Failure to Save Camera to VIGIL Server

Login to the camera and confirm the default username and password have been changed. In keeping with modern
security practices, the camera cannot be added to VIGIL Server with the default credentials in place.

4.2 Live Viewing - Delay, Frame Skipping, System High CPU Usage
Adjust the camera’s codec and resolution in the camera’s browser Ul. This can be especially helpful on older systems. See
SB 200008 for more information.

5 Contact Information

If you require more information, or if you have any questions or concerns, please contact 3xLOGIC Support:
Email: helpdesk@3xlogic.com

Online: www.3xlogic.com
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